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Abstract. We show that Montgomery ladders compute pairings as a by-product,
and explain how a small adjustment to the ladder results in simple and efficient
algorithms for the Weil and Tate pairing on elliptic curves using cubical arithmetic.
We demonstrate the efficiency of the resulting cubical pairings in several applications
from isogeny-based cryptography. Cubical pairings are simpler and more performant
than pairings computed using Miller’s algorithm: we get a speed-up of over 40% for
use-cases in SQIsign, and a speed-up of about 7% for use-cases in CSIDH. While
these results arise from a deep connection to biextensions and cubical arithmetic, in
this article we keep things as concrete (and digestible) as possible. We provide a
concise and complete introduction to cubical arithmetic as an appendix.
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1 Introduction

Elliptic curves live in projective space almost by definition. Elliptic-curve cryptographers
use projective coordinates not as a point of mathematical principle, but rather for their
algorithmic advantages. The most obvious of these advantages is that projective coordinates
can save us many expensive division operations: denominators in algebraic expressions
can be multiplied into the projective Z-coordinate instead of divided out of the X and
Y coordinates. Thus, arbitrarily many division-free projective group operations can
be composed before the final normalization, where inverting the last Z-coordinate and
multiplying through X and Y yields the desired result.

To make this more concrete: suppose we want to compute an x-only scalar multiplication
operation on an elliptic curve E/F,. We are given the z-coordinate zp of a point P on
E and an integer m, and we want to compute the z-coordinate xg of R = [m|P. The
now-standard way to do this is the Montgomery ladder [Mon87; CS18]. The input is
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2 Simpler and Faster Pairings from the Montgomery Ladder

now a pair (Xp, Zp) in Fy x F, such that xp = Xp/Zp, together with the scalar m; the
output is a pair (Xg, Zg) in Fy x F, such that xr = Xr/Zr. Only the ratio (Xg : Zg)
(the projective point) matters for scalar multiplication—but the ladder does not output a
ratio, it outputs a pair of field values. The distinction between the pair (Xg, Zg) and the
projective point (Xg : Zg) that it represents will be critical in this paper.

For most implementors, the projective factor Zg is just an algebraic blob that must
be finally divided out of Xg in order to recover the desired xr = Xr/Zr for storage or
transmission. Our aim is to convince them that the projective factors are not mere junk
to be normalized away at the end of a computation: they have algebraically meaningful
values, and those values turn out to be very closely related to the Tate pairing. Indeed, we
will show that many useful pairings can be computed using projective factors from z-only
scalar multiplications.

Our main tool is cubical arithmetic [Rob24], which uses simple z-only operations (very
similar to Montgomery arithmetic) to compute the Weil and Tate pairings on Montgomery
curves. The resulting algorithms are incredibly simple, yet still very efficient when compared
to the traditional Miller-loop approach.

1.1 Contributions

We showcase the simplicity of cubical ladders as a tool for computing pairings by analyzing
them in the context of three applications in isogeny-based cryptography.!

» SQIsign [DKL*20; BDD*24; AAAT25] is based on supersingular curves E/Fz,
where p is of the form p = 27 . g — 1. It uses pairings of degree 2f to compute
change-of-basis matrices for the 2/-torsion. This example showcases the simplicity of
degree-2/ pairings, which mostly rely on doublings.

o SIKE [JACT22] was based on supersingular curves E/F,2 with p = 22 . 3% — 1,
and required pairings of degree 3%3. (Obviously, SIKE is broken [CD23; MMP*23;
Rob23], but it remains a useful test of degree-3* pairing performance.)

+ CSIDH [CLM™18] uses supersingular curves E/F, with p = 2/ - [[¢; — 1, where

the ¢; are small odd primes; variants of CSIDH use pairings of degree p + 1 or %l.
For these degrees, we show that cubical pairings are much simpler, and even more

efficient, than pairings based on Miller loops.

To demonstrate the simplicity of cubical pairings for implementors, we provide proof-
of-concept software packages in Sage and in Rust, targeting the isogeny-based applications
mentioned above. These implementations are available at

https://github.com/GiacomoPope/cubical-pairings.

1.2 A guide to the paper

Section 2 recalls the basics of the Weil and Tate pairings, and Miller’s algorithm [Mil04].
Section 3 presents the key motivating example: recovering the Tate pairing from projective
factors after the Montgomery ladder. We present the elementary operations of cubical
arithmetic—which is very close to Montgomery arithmetic—in Section 4, before using
this to compute pairings in Section 5. We then consider implementation aspects in a
variety of pairing use-cases from isogeny-based cryptography in Section 6. Our software
implementations are described and benchmarked in Section 7.

While in this paper we focus on isogeny-based applications, cubical ladders can also be used to compute
pairings in classical pairing-based cryptography and Zero-Knowledge proofs, as shown in detail in [LRZZ25].
They can also be used for number-theoretic pairing computations in computational number theory, though
these are beyond the scope of this article.
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Cubical arithmetic is not (yet) widely known in the cryptographic community, and
our treatment in Section 4 gives only the bare minimum required to implement pairings.
Section A provides a convenient overview of the deeper theory, and reproduces proofs of
useful results. For readers who want even more detail, we recommend [Rob24].

Notation We work over Fy, where ¢ is a power of a prime p > 3. We write y,, for the
group of n-th roots of unity in F,. The symmetric group on n elements is denoted &,,.

2 Preliminaries: pairings on elliptic curves

A pairing is a bilinear map A x B — C between abelian groups A, B, and C. On elliptic
curves, commonly used pairings are the Weil pairing [Wei40], and the Tate pairing [Tat62;
Lic69; FR94] (sometimes called the Tate-Lichtenbaum pairing), which use subgroups or
quotient groups of E(F,) for A and B, and subgroups or quotient groups of F; for C.
These pairings are non-degenerate and Galois-invariant.

Pairings have countless constructive and destructive applications in discrete-logarithm-
based cryptography, from the classic Menezes—Okamoto—Vanstone reduction [MVO91],
Joux’s one-round tripartite Diffie-Hellman [Jou00], Boneh and Franklin’s IBE [BF01],
and Boneh-Lynn—Shacham short signatures [BLS04], through to more recent applica-
tions in zero-knowledge proof systems [AHG23]. These applications generally involve
cryptographic-sized DLP groups, and specialized fast pairing algorithms that require
specially-parameterized curves and finite fields.

In this article, we are more concerned with generic pairings—that is, the Weil and
Tate pairings on arbitrary curve groups where a high-speed cryptographic pairing, such
as the Ate pairing [HSV06], is not available. This kind of pairing arises in isogeny-based
cryptography [CJL'17; NR19; Rei23; CHM™23; MS24; Rob24], and also as a basic tool in
algorithmic number theory.

2.1 The Weil Pairing

Fix an integer n > 0 coprime to the characteristic p of ;. The Weil pairing of degree n
on an elliptic curve E/F, is a non-degenerate, Galois-invariant pairing

ewn : E[n] X E[n] = pi, .

The Weil pairing is also alternating: ew.,(P, Q) = ew.n(Q, P)~! for all P,Q € E[n].

The Weil pairing can be used to determine linear independence of elliptic-curve points
in order to compute the group structure (given the group order), and also to express
points in terms of a given torsion basis. More concretely: fix a basis (P, Q) of E[n] and let
¢:=ewn(P,Q). Given R € E[n], we want to find a,b € Z/nZ such that R = [a]P + [b]Q.
Using

eW,n(Pa R) = eW,n(Pa [a]P + [b]Q) = eW,n(Pa P)a . eW,n(P7 Q)b = Cb7

and

eW,n(Qa R) = eW,n(Qa [a]P + [b]Q) = eW,n(va)a : GW,n(Qa Q)b =(¢“.

we can recover b = log:(ew,,(P, R)) and a = —log:(ew,»(Q, R)) by computing discrete
logarithms in p,, instead of in E[n]. This is always easier, if only because arithmetic in Fy
is always more efficient than in E/F,, but also because in large instances, asymptotically
faster discrete logarithm algorithms are available for finite fields.
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2.2 The Tate Pairing

Suppose now p, C Fy. The Tate pairing of degree n is a non-degenerate, Galois-invariant
pairing
ern : E(Fq)[n] x E(Fg)/nE(Fy) — Fy/(Fy)", .

We emphasize that er,, (P, Q) is only defined up to n-th powers in F,. The degree-n Tate
pairing is deeply linked to divisibility by [n], which explains its cryptographic applications in
finding torsion bases. Other cryptographic applications often require unique representatives;
we get these by exponentiation by (¢ — 1)/n, which gives the reduced Tate pairing

et E(Fg)n] x E(F)/nE(F,) — pn, (P.Q)— era(P,Q)"T.

2.3 Computing pairings with Miller loops

The standard method for computing ey, (P, Q) or e, (P, Q) is to evaluate Miller functions
using the Miller loop. Given P € E and n € Z, the Miller function f,, p is any element of
the function field F,(E) with divisor

div(fn,p) = n(P) = ([n]P) = (n = 1)(0g).
If P € E[n], then div(f, p) = n(P) —n(0g). Now, we can compute the Tate pairing as

eT,n(Pa Q) = fn,P(DQ)7

where Dg is any divisor linearly equivalent to (Q) — (0g) with support disjoint from
{P,0g}. Similarly, the Weil pairing is computed as

ewn(P,Q) = fn,r(Dq)/ fn.q(Dp).

When computing the reduced Tate pairing with embedding degree k > 1, we may evaluate
fn.p at Q instead of Dg: the difference disappears in the final exponentiation by (¢* —1)/n.

We can compute evaluations of Miller functions f,, p(Q) using Miller’s algorithm [Mil04],
which relies fundamentally on the relation

f(n+m),P = fn,P : fm,P ) l[n]P,[m]P7 (1)

where I}, p,[m)p is derived from the (geometric) lines that appear in the addition of [n]P
and [m]P in the chord-and-tangent construction. Given P € E[n] and Q € E(F,), Miller’s
loop computes f,, p(Q) directly using a double-and-add approach: doubling is computed
using Equation (1) with n = m, which gives

fon,p(Q) = fu.p(Q)? U p(Q)

while addition takes m =1, f; p = 1, which gives

fni1,p(Q) = fo,pP(Q) - lnpp(Q)-

Optimizing Miller’s loop to compute pairings as efficiently as possible is an active and
specialized area of research.

Remark 1. Most elliptic scalar multiplication or isogeny computations can work on the
Kummer line—using only z-coordinates—but most Miller-loop computations require
general functions f : E — P! on the curve E. In contrast, cubical pairings (detailed below)
operate entirely on the Kummer line. This explains the close resemblance to Montgomery
arithmetic, and the efficiency compared to generic pairings using the Miller loop.
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3 Tate pairings as a by-product of the ladder

We will now show how projective factors of Montgomery ladder outputs can be used
to compute pairings. We will see that there is a certain correction factor involved, and
removing this will motivate our use of cubical arithmetic in the following sections.

Let P be an n-torsion point on E/F, with projective z-coordinate (xp : 1). If we
compute [n]P using the Montgomery ladder, then the result is a pair (X,)p, Z[,p) such
that (Xp,p @ Zpp) = (1 : 0); in particular, Zj,)p = 0, and the projective factor is
Ap = Xpjp- Now let @ be any other point on £, with projective z-coordinate (xq : 1). If
we compute [n]P + @ using the three-point ladder (a common variant of the Montgomery
ladder [DJP14, Alg. 1] that computes [n]P + @ given the coordinates of P, @ and their
difference P — @Q; see also Algorithm 3 below) then we obtain a pair (X, p10, Zmp+q)
such that (X p+q : Zinjp+@) = (2q : 1); the projective factor is A\g = Zj,,)p4q. These
factors Ap and Ag carry pairing information: the square of the Tate pairing er , (P, Q)? is
almost given by Ag/Ap.

To get the correct values for the Tate pairing, Ap and Ag need small adjustments. Let
I(k) denote the bit length of an integer k, and set ng = 2™ —n — 1, np_g = n, and
np =np_g -ng. Then if we define

cp = (4wp)7n'(2l(n)7") and cg:= (dop) "7 - (dzg) " - (dzp_q) T,

then \
2 _fQ AQ
eT,n(PaQ) = ; : E
Up to a small correction, the Montgomery ladder already computes pairings!
On closer inspection, the exponents in cp and cg correspond to the number of differential
additions xADD with difference point (Xp : Zp), (Xq : Zg), or (Xp4+q : Zp+q), where
xADD : ((Xp, Zp)7 (XQ, ZQ), (XP_Q, ZP_Q)) — (XP+Q, XP_Q) is defined by

Xpiq=2Zp-q(Xp—Zp)(Xq + Zo) + (Xp + Zp)(Xq — Zq))*
Zpig=Xp_q(Xp—Zp)(Xq + Zg) — (Xp + Zp)(Xq — Zq))*.

Hence, if we tweak this xADD operation to ensure that the resulting cp and cg are trivial,
then the projective factors Ap and A really will compute (the square of) the Tate pairing.
It suffices to multiply the formulee for Xp g and Zpig through by 1/(4Xp_gZp_q)
(remember, (Xp_q, Zp_q) is constant throughout the Montgomery ladder). This gives a
function cADD : ((Xp, Zp), (XQ, ZQ), (‘va_Q7 ZP_Q)) — (Xp_;,.Q, XP_Q) defined by

Xpig=(4Xp_q) ' (Xp - Zp)(Xq + Zq) + (Xp + Zp)(Xq — Zg))",
Zpro = (4Zp_0) " - (Xp — Zp)(Xq + Zo) — (Xp + Zp)(Xq — Zo))".

This modified arithmetic has a deeper mathematical explanation, as it is an example of
cubical arithmetic [Rob24] for the case of Montgomery curves. Cubical arithmetic uses the
simple operations xDBL and the modified differential addition cADD to compute the Weil
and Tate pairings on Montgomery curves in a way that is, compared to the traditional
Miller loop, incredibly simple and yet very efficient: we simply compute [n]P using cubical
arithmetic to obtain Ap, and [n]P + @ to obtain Ag, and then er,,(P,Q)* = Ao/ Ap. We
give a very quick overview of these cubical arithmetic operations in Section 4, before giving
formulae and algorithms for pairings in Section 5.

4 Cubical Arithmetic

As we saw above, slightly modifying the usual xz-only differential addition on Montgomery
curves allows us to easily compute the Weil and Tate pairings. The resulting arithmetic is
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called cubical arithmetic. In this section we present algorithms to compute Montgomery
ladders and pairings with cubical arithmetic, We refer the interested reader to Section A
for a brief exploration of the underlying theory, linking cubical arithmetic to pairing
computations, and [Rob24, Sec. 5] for a more detailed discussion.

Remark 2. We stress that the correctness of cubical arithmetic crucially depends on the
specific affine representation (Xp, Zp) of the projective coordinate (Xp : Zp), contrary to
ordinary z-only arithmetic.

4.1 Concrete algorithms for cubical arithmetic

Montgomery arithmetic is built on two fundamental functions: xDBL and xADD. The
cubical analogues of xDBL and xADD are called cDBL and cADD, respectively. Helpfully,
the doubling cDBL is identical to xDBL. The cubical differential addition cADD is slightly
different to xADD, though the outputs are projectively equivalent. In fact, cADD requires
the inverse coordinates of the difference point as input, and divides both coordinates by a
factor of 4 at the end. (Despite the presence of these potentially expensive inversions, we
will see in Section 5 that their impact on performance is minimal.)

When expressing costs, we consider all points and constants to be defined over a finite
field F;. We denote multiplications by M, squarings by S, additions and subtractions by
A division by 4 by D4, and multiplications by a curve constant by M. In isogeny-based
applications, we consider M. = M.

Algorithm 1 Cubical doubling cDBL. Naturally constant-time.

Input: A cubical point P = (Xp, Zp) on a Montgomery curve E4 represented by Asy =
(A+2)/4.

Output: The cubical point [2]P = (Xg1p, Z2)p)-

Cost: 2M + 1M, + 2S + 4A

1: to(—(Xp—‘er) > 1S + 1A
2: tl%(przp) > 1S + 1A
3: X[g]p%to'tl > 1M
4: tg <—tg— 11 > 1A
5: tg < Aoy - ta > 1Mc
6: Z[Q]P<_t2'(t0+t1) > 1M + 1A
7: return [2]P = (X[Q]p, Z[Q]p)

Algorithm 2 Cubical differential addition cADD. Naturally constant-time.

Input: Cubical points P = (Xp, Zp), Q = (Xg, Zg), and the inverse coordinates inv(P —
Q) = (Xplo: Zplg)-

Output: The cubical point P+ Q = (Xp1+q, Zp+q)-

Cost: 4M + 2S + 6A + 2Dy

1 to — (Xp — Zp) - (Xq + Zq) > 1M + 24
2: t1 + (Xp+Zp) - (XQ ZQ) > 1M + 2A
3 Xpig «+ Xplo - (to+11)? > 1M + 1S + 1A
4 Zpiq <« Zply - (to—t1)? > IM + 1S + 1A
50 (Xptq, Zp+q) < (XpP+q@/4, Zpi/4) > 2D4
6: return P+ Q = (Xp1g, Zp+q)

Remark 3. Combining cDBL and cADD in a single cDBLADD routine, re-using shared
values, decreases the total cost by 2A.
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The cubical Montgomery ladder is the usual ladder, with cDBL and cADD in place
of xDBL and xADD, respectively. Algorithm 3 is the cubical three-point ladder, which we
need for pairing computations.

Algorithm 3 Cubical three-point cLADDER. Naturally constant-time.

Input: A b-bit integer n = Zi:ol n;2* and cubical points P, Q, P — Q on a Montgomery
curve F 4, represented as (R = (Xgr,Zg),inv(R) = (Xgl, Zgl)).

Output: Cubical points [n]P = (X,1p, Zmip), [P + Q = (Xpmp+0: Znip+q)

Cost: b-cDBL + 2b-cADD

1: (80,51, T) «+ (0,P,Q) > Initialize the ladder
2: for i = b— 1 down to 0 do >set ny, =0
3: R+ CADD(S(), Sl; IHV(P))
4: SWAP(Sy, S1;n; ®nit1)
5: SWAP (inv(Q), inv(P — Q); n; & nit1)
6: T < cADD(T, So;inv(Q))
7 So CDBL(S(), EA)
8: S1+ R
9: end for
10: return Sy, T > Sy =[n]P and Ty = [n]P + Q

5 Cubical Pairings

We now describe how to use cubical ladders to compute the (non-reduced) Tate and Weil
pairings of degree £ > 2. There are slight differences for odd and even ¢, which we describe
in Sections 5.1 and 5.2 respectively. The key formulee are derived and proven in [Rob24,
Theorem 4.19], and we restate them here without proof (though the essentials of the proof
are reproduced for completeness and easy reference in Theorem 3 in Section A.6 and
Theorem 5 in Section A.10). We give complete algorithms for the Weil and Tate pairings
in Section 5.3, then discuss optimizations and generalizations in Sections 5.4 and 5.5.

5.1 Odd-degree pairings

Cubical arithmetic gives us a straightforward way to compute the square of the Tate

and Weil pairings. When / is odd, the square of a pairing contains as much arithmetical

information as the pairing itself, as we can recover one from the other via an exponentiation.
Let P € E(F,)[¢] and Q € E(F,), then the square of the ¢-Tate pairing is

Z10P+Q
ere(P,Q)? =
Zq - Xqp

up to ¢-th powers in Fy, where [¢(|P and [¢|P + @ are computed from P,Q, P — (@ using
cubical ladders. Similarly, given P,Q € E[{], the square of the Weil pairing can be
computed as the ratio of two squared Tate pairings:

2 _ Zprq  Zr-Xug

eW,Z(PvQ) -
2q - Xp  Zp+Q

5.2 Even-degree pairings

When ¢ = 2n is even, the square of the pairing has one bit less of information than the
pairing. However, we can recover the full pairing value by replacing the ladders for ¢ with
ladders for n, and using the affine translation by 2-torsion points given in Algorithm 4.
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Given P € E(F,)[{] and Q € E(F,), set Py = [n]P. We first compute [n|P, [n]P + Q
from P, @, P — () using cLADDER, then we apply an affine translation by Py to the output.
The resulting expression for the Tate pairing is

Z[TL]P+Q+PL) (ZPZQ)TL
ero(P,Q) = . . 2
7.(P, Q) Za Xprir, Zrro (2)

If we compute the Weil pairing as the ratio of two Tate pairings, then the n-th powers
from Equation (2) cancel out. We can also avoid this exponentiation in the Tate pairing if
we normalize the points P, Q, P — Q to have Z-coordinate 1. Indeed, Zp = Zg =1, and
the value Zp¢g output by cADD(P,Q, P — () is a square.

Algorithm 4 Affine translation translate. Can be made constant-time with swaps.

Input: A cubical point P = (Xp,Zp) on a Montgomery curve E4 and a cubical point
T = (r,s)in E4[2].

Output: The affine translation Q = P+ T.

Cost: 4M + 2A

I Xg«1r-Xp—s-Zp >2M + 1la
2 Zog<4s-Xp—r-Zp >2M + 1la
3: if s =0 then

4: (Xoq,Zg) + (Xp,Zp) > Use constant-time swap
5: else if r = 0 then

6: (Xq,Zg) + (Zp, Xp) > Use constant-time swap
7. end if

8: return Q = (X, Zg)

5.3 Concrete cubical pairing algorithms

Algorithms 5 and 6 give concrete algorithms to compute the Tate and Weil pairings,
respectively, for any degree ¢, assuming normalized input points P, @ and P — Q.

Algorithm 5 Tate pairing

Input: An integer ¢, a Montgomery curve E 4, and normalized points P, Q, P — () repre-
sented as (R = (zg,1),inv(R) = (z3',1)), with P € E4(F,)[{], Q € Ea(F,).
Output: The non-reduced Tate pairing ez ¢(P, Q) for even ¢, or et ((P,Q)?* for odd ¢

1: if £ is even then n < ¢/2 else n + ¢

2: [n]P, [n]P + Q + cLADDER(n, E4; P,Q,P — Q)
3: if £ is even then

4: [{)P + Q < translate([n]P + Q, [n] P)

5: [¢]P <+ translate([n]P, [n]P)

6: end if

7 AQ < Zgp+Q

8 Ap X[g]p

9: return A\g/Ap

5.4 Optimizations for pairing computations

Our pairing algorithms admit several general optimizations, which we discuss in this
section. (Application-specific optimizations are described in Section 6.)
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Algorithm 6 Weil pairing

Input: An integer ¢, a Montgomery curve E 4, and points P, Q, P — @) represented as in
Tate, with P,Q € E[{].
Output: The Weil pairing eyw,o(P, Q) for even £, or ew (P, Q)? for odd ¢
1: £ < Tate(é, EqP,Q, P — Q)
2: tg « Tate((, E4;Q, P, P — Q)
3: return ¢y /to

5.4.1 Minimizing inversions

cADD requires the inverse inv(P — Q) of the difference point P — Q). Consequently,
cLADDER requires inverses whenever cADD is used, which is twice per bit. But we can
save almost all of these inversions:

1. Normalized inputs. Normalizing difference points as R = (zg, 1) saves a multiplication
by Zz"! in Line 4 of cADD.

2. Precomputing difference points. cLADDER only uses cADD with difference points
R e {P,Q,P — Q}. We therefore only need to invert xp,zq and zp_g once, before
the ladder, to use inv(R) = (v, 1) as input to cADD.

3. Combined inversion in pre-computation. We can precompute the inverses of xp, xq,
and zp_¢g at the cost of one initial batch inversion.

We can also combine Steps (1) and (3), batch-inverting X and Zg to get zp and z5'
with a single inversion. Together, this reduces the number of inversions in the complete
ladder to just one.

5.4.2 Subfield eliminations

When computing the reduced Tate pairing, the final exponentiation of { = er (P, Q)
by (¢ —1)/¢ clears all factors in Fp. for p* — 1 | %. This adds significant flexibility:
we may introduce or remove computations that only affect ( up to Fy.-factors. In most
applications in isogeny-based cryptography, we have ¢ = p? and p— 1 | (¢ — 1)/¢, so we
can introduce or remove factors in [Fy:

1. Awoiding division by 4. We can remove Line 5 of Algorithm 2 when computing the
reduced Tate and Weil pairings. This does not change the output of cADD as a
projective point, but it scales the output of cLADDER by some power of 4. In the
reduced Tate pairing, this power of 4 is cleared by the final exponentiation; in the
Weil pairing, it cancels out in the quotient of the two non-reduced Tate pairings.

2. Ignoring subfield-rational points. If xp € Fpa, then [{]P = (X[yp,0) is also Fpa-
rational.? Thus, we can skip the final division by X p in Line 9 of the Tate
pairing.

3. Relazed offset. Similarly, if zg € Fpa, then Zp, o € Fpe. Whenever £ and n are
coprime, we may use Zjgp4[n]q instead of Zyjpiq, and ignore Zg, in Line 9 of the
Tate pairing; this effectively computes er ¢(P, [n]Q) = er¢(P,Q)™. We can recover
the correct value of er (P, Q), if necessary, by adjusting the final exponentiation.?

2Note however that zp4+Q need not be Fpa-rational, even when xp and xzg both are.
3Some applications only need the order of er,¢(P,Q), which is unaffected by coprime exponents.
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5.4.3 Multiple pairings with the same point.

Some applications require the computation of e;(P, Q;) for ¢ = 1,..., m. The computation
of m parallel ladders with different offsets @); can be batched together, bringing the
collective cost of these ladders down to 1-cDBL + m - cADD per bit.

5.5 Beyond the ladder

The cubical ladder is easy to implement, but uses fixed base points for differential additions,
as varying the base point requires an expensive inversion every time. Two observations
allow for more flexibility.

L. Inversion by conjugation. If zp € Fp2 \ Fp, then 23" = Tr/N(xg), where Tg
denotes the conjugate and N(zgr) € F, the norm of zp. Multiplying Xp_q resp.
Zp_g by Xp_g-N(Zp_g) resp. Zp_qg - N(Xp_g) in cADD, does not change the
projective point, and the extra projective factor in cLADDER output is cleared by
final exponentiation. This allows us to compute [¢(]P 4+ @ using cADD with varying
base points at an extra cost of 2M and two norm computations per cADD. In theory,
this should reduce the cost of differential addition chains with variable differences.
However, we were unable to find an approach that outperforms the standard cubical
ladder, due to the increased cost per cADD.

2. Double-and-Add. As described in [Rob24], we may also use a double-and-add
approach to compute [¢]|P 4+ @ and [¢]P. The standard cubical ladder keeps track of
the cubical points [u] P+ Q, [u] P, [u+ 1] P; double-and-add forgets about [u+1]P. For
a doubling step, we can compute [2u]P + @, [2u] P without [u + 1]P; this only costs
one cDBL and one cADD. For a double-and-add step, we can reconstruct [u + 1]P
on the fly, up to an unknown scalar, using a (generally costly) compatible addition
[u+1]P = ([u]P) + (P) = ([u]P + Q) + (P — Q) (see [LR16]). We then compute
[2u+1]P 4+ Q@ and [2u+ 1] P via two cADDs, both with [u + 1]P; the unknown scalar
disappears in the pairing formula.*

This approach allows improvements such as non-adjacent forms (NAFs) and window-
ing methods, but it also increases implementation complexity, and makes constant-
time implementation difficult. These optimized approaches may outperform the
standard cubical ladder, e.g., when the Hamming weight of £ is high or low, but this
is beyond the scope of this work as it requires an in-depth performance analysis of a
specific situation. Such an analysis is often worthwhile whenever pairing performance
is critical to an application. In isogeny-based cryptography, however, pairing compu-
tations are usually only a small part of a larger computational effort. We will see in
Section 6 that the simple cubical ladder is already fast enough for our purposes.

5.6 Generalizations

Beyond the Weil and Tate pairing, we can also compute other pairings, such as the (optimal)
Ate pairing, using cubical arithmetic [Rob24]. We emphasize that cubical arithmetic is
not restricted to curves in Montgomery models: a cubical ladder can be defined for the
Kummer line of any curve once proper differential addition and doubling formula have
been derived. (For example: we could derive cubical ladders for short Weierstrass models
using the z-only formulee of [BJ02] and [IT02].)

40n a more technical note, what happens here is that we compute pairings through monodromy
information, for which biextensions are the correct geometrical object. The cubical arithmetic presented
here is a refinement of arithmetic on these biextensions: we can somewhat relax the cubical arithmetic to
compute pairings, as long as we still get the correct biextension arithmetic.
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Even more generally, pairings can be computed using cubical arithmetic on (Kummer
varieties of) abelian varieties [LR16; Rob24]. This is applied in e.g. [CR24] to analyze the
practical efficiency of cubical arithmetic for 2-Tate pairings. A practical Sage implementa-
tion of pairings on abelian surfaces can be found at [Sfe24].

6 Applications in Isogeny-based Cryptography

To showcase the simplicity, efficiency, and flexibility of cubical pairings, we consider three
applications of pairings in isogeny-based cryptography. The field primes, elliptic curves,
point orders, and pairing degrees involved in isogeny-based cryptography are generally not
compatible with specialized fast pairings, so our general cubical pairings can make real
improvements. The three applications here rely on the same observation: arithmetic in Fj
is much faster than arithmetic on E(F,), so it is often worthwhile to compute a relatively
costly pairing to move a calculation into IF; (and even more so when the pairing maps into
tp+1, which boasts even faster arithmetic [Sta03]).

6.1 SQIsign: Change of Basis

Recent variants [BDDT24; AAAT25] of SQIsign [DKL™20] work with field primes in the
form p = 27 - g — 1, where g is a small cofactor, and use pairings to compute the change
of basis matrix M that maps a deterministic basis P, Q of E[2¢] with e < f into another

basis R, S by
r1 X2 . P o R
Tr3 X4 Q o S)’

The coefficients x1, za, 23,24 € Z/2°Z can be computed with a few discrete logarithms.

Use case. We differentiate three cases:

1. When e < f and both (P,Q) and (R, S) are a basis for F[2¢], we compute five
degree-2¢ Weil pairings:

Co=ewp2(P,Q), (1 =ewp(Q,R)™", (=ewa(PR),
C3 = 6W72"‘<QaS)_1a and C4 = eW,?"‘(Pa S) 5

then solve the four discrete logarithms z; = logs. (¢o, ;) in Z/2°Z.

2. When e = f, we can replace the Weil pairings in Case 1 by with degree-2/ Tate
pairings.

3. When e < f and (P, Q) = E[2/] while (R, S) = E[2¢] (or vice versa), we can replace
the Weil pairings in Case 1 with Tate pairings as long as we compute the Tate pairing
with respect to the basis (R, S) in the first position, and the discrete logarithms with
respect to e or (P, Q).

In practice, almost all changes of basis have either (P, Q) or (R, S) derived deterministically
as a basis for E[2f], which resolves to Case 2 or Case 3. This is preferred over Case 1, as
Tate pairings are faster to compute than Weil pairings.

Remark 4. In some cases, we are given a basis (R, S) of E[2°] and (P, Q) of E[2/], and
want to know the coefficients z; € Zoe such that P’ = 1R+ x2S, Q' = 23R + 245, where
P' = [2/7¢]P and Q' = [2/7¢]Q. This resolves to Case 3, by inverting the matrix M
obtained from expressing (R, .S) in terms of (P, Q).
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Computation. Two optimizations are possible in this use case. First, we are computing
multiple pairings with the same point twice allowing us to reuse several values. Second,
pairings of degree 2¢ only require, per bit k, one cDBL to compute [2¥]P, given [2F~1]P
and A, and one cADD to compute Q + [2¥] P, given Q + [2¥!]P and 2[F~!]P, with fixed
base point ). This makes such pairings highly efficient.

Performance. We compare the performance of cubical pairings versus those using the
Miller loop as optimized in [CLZ24] to compute a change-of-basis matrix M for the three
primes used in SQIsign: p; = 2248.5—1, p3 = 2376.65 -1, and ps = 2°°°.27 —1 [BDD*24;
AAAT25]. Table 1 compares the cubical and Miller approaches for computing pairings of
degree 2° with e = | f/2] in Case 3, .

Table 1: Operation counts (in Fj2-operations) for change of basis using degree-2L7/2]
pairings. Cost model: M =1, S = 0.8, A = 0.15; inversion = 47TM, square root = 222M.

Cubical Ladder (this work) Miller Loop [CLZ24] Gain
M S A Total M S A Total

p1 4319 3115 64538 7780 8242 4968 10046 13723 43.3%
ps 6259 4735 9786 11515 12230 7548 15230 20553 44.0%
ps 8109 6275 13010 15080 16064 10018 20252 27116 44.4%

6.2 SIKE: Public Key Compression

SIKE [JAC*22] used primes of the shape p = 2% - 3* — 1, and pairings of degree 2% and
3% to compress public keys. These public keys can now be broken in polynomial time, of
course, but their compression is still a useful test-case for pairings of degree 3°.

Use case. In general, a basis (R, S) for E[¢*] can be encoded as three affine z-coordinates
(xR, xs,xr—g) with z; € F, in 3logq bits. In SIKE [JACT22], public keys consist of such
a basis for £ = 2 or £ = 3. To save space, we can compress such a representation
(rRr,2s,Tr_5): we compute a deterministic basis (P, Q) for E[¢*], and express R and S
in terms of P and @, as done in Section 6.1 for ¢ = 2. We can then represent the basis
(R, S) by the values x; € Z/(*7Z such that R = [1]P + [22]Q and S = [z3]P + [24]Q.
This requires Weil or Tate pairings of degree ¢¥. We already analyzed the performance of
degree-2* pairings in Section 6.1, so we focus on degree-3° pairings in this section.

Computation. We can derive cubical tripling formulae (closely matching Montgomery
tripling formulee [JACT22]) like those used in Miller loop computations, but the practical
improvement in deriving @ + [3]P given @ and P seems marginal: cubical tripling costs
about the same as a combined cDBL and cADD. In practice, we find that the standard
cubical ladder cLADDER performs on par or better than variants using tripling formulae.

Performance. We compare the performance of cubical pairings using cLADDER to
pairings computed using the Miller loop with specialized tripling formulse [CLZ24]. Table 2
compares the cost of 3*-pairing computations for five SIKE parameter sets.

6.3 CSIDH: Public Key Verification

CSIDH [CLMT18] works with field primes of the form p = 2/ - [[#; — 1, where the ¢
are small odd primes. [Rei23] and [CLZ24] use Miller-loop-based pairings of degree p + 1
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Table 2: Operation counts for degree-3° pairings for the five SIKE parameter sets. Cost
model: M =1, S =0.8, A = 0.15, inversion = 47M, square root = 222M.

Cubical Ladder (this work) Miller Loop [CLZ24] Gain
M S A Total M S A Total

D434 8917 5892 13132 15600 18277 6276 23621 26841 41.9%
pso3 10242 6832 15232 17992 21131 7282 27427 31071 42.1%
pero 12233 8251 18352 21587 25432 8811 33136 37451 42.3%
prs1 15010 10214 22792 26600 31501 10932 41267 46437 42.7%
Posa 18847 12962 28732 33526 39635 13858 51993 58520 42.7%

or (p+1)/27 to speed up several subroutines in CSIDH [CLM*18] and its deterministic
variants dCSIDH/dCTIDH [CCC™T24; CHMR25], mostly related to public-key verification.
We will see that cubical pairings bring further speedups.

Use case.

1. For CSIDH, we must verify the supersingularity of the public-key curve E4. We
sample two random points P and ), multiply both by an appropriate cofactor, and
compute ¢ = er (P, Q) using a cubical pairing. If the order of ¢ is larger than 4,/p,
then E4 is supersingular.

2. For dCSIDH/dCTIDH, the public keys have the form (E4,u), where u is some seed
to be expanded into two points P € E4(F,), Q € EY(F,) (here EY is the quadratic
twist). We must verify that both P and @ have order divisible by L = [[¢; (this
also implicitly verifies the supersingularity of £4). Multiply both points by Z Zl, and
compute ¢ = ep (P, Q). The order of ¢ is exactly L precisely when L divides the

order of both P and Q.

We can use Tate pairings for both of the cases above, as described in Algorithms 4 and
5 from [Rei23]. We focus only on the performance of the pairings, as both the cofactor
multiplication and the verification of the order of { are independent of the choice of pairing
algorithm.

Computation. In contrast to Sections 6.1 and 6.2, these pairings have almost-primorial
degree L = [ ¢;. As a result, we have to use the standard cubical ladder cLADDER instead
of only doublings and triplings. However, since zp,zqg € F,, many operations take place
in F,, instead of Fp2. We therefore adjust the standard cubical ladder to work over F,
whenever a cDBL or cADD depends only on (a multiple of) P or Q.

Performance. We compare the performance of cubical pairings and Miller-loop pairings
as optimized in [CLZ24]. Table 3 gives results for Case 1, using the CSIDH-512 prime
p=4- HZil £; — 1, where £q,..., 073 are the first 73 odd primes and ¢74 = 587. Table 4
gives results for Case 2, using the 2048-bit prime pjo4 from [CHMR25], and computing
pairings of degree r = Hzliﬁ l;, where {1, ..., 194 are the first 194 odd primes.

Remark 5. Algorithm 5 of [Rei23] has a small chance to require a repetition, depending on
the choice of N, when not enough torsion is collected. More precisely, if ¢ < 4,/p, it is
most likely that E is supersingular, but the random points P and @ were simply missing
some torsion, usually only one or two ¢;. We can verify the supersingularity by taking
a random new point R and see if this has the missing torsion ¢;. The additional cost is
roughly a scalar multiplication of length log p bits. Doliskani’s algorithm [Dol18] performs
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Table 3: Operation counts for pairing-based supersingularity verification in CSIDH-512
(Case 1), averaged over 1000 runs. Cost model: M = 1, S = 0.67, A = 0.08, with
[Fp2-multiplication = 3M, F2-squaring = 2M, inversion = 64M, square root = 459M.

Method M S A Total
Alg. 5, cubical (this work) 8267 3687 11076 11623
Alg. 5, Miller [CLZ24] 8050 4592 11041 12011
Doliskani’s [BGS22] 13803 0 10228 14621
Doliskani’s [Rob24] 13352 2 10220 14171

Table 4: Operation counts for pairing-based dCTIDH-2048 public-key verification (Case 2).
Cost model: M =S =1, A = 0, with F,2-multiplication = 3M, [Fj2-squaring = 2M,
inversion = 57M, square root = 2150M.

Cubical Ladder (this work) Miller Loop [CLZ24] Gain
M S A Total M S A Total
44924 21533 63373 66457 44542 27209 63298 71751 7.34%

most operations over IF,2. Note that the probabilistic supersingularity test that checks
whether [p + 1]P = Og for a random P € E(IF,) takes only 4853 F,-operations, with a
failure probability of only O(p~1/?).

7 Software implementations

In addition to the SageMath implementation for the precise operation counts used in
the tables above, we have also implemented versatile proof-of-concept software packages
in both SageMath and in Rust. Both implementations are available from the following
GitHub repository:

https://github.com/GiacomoPope/cubical-pairings.

SageMath. The SageMath implementation has been designed for the general case of
E/F, and is aligned to the algorithms we present in this paper. We have included detailed
comments throughout the code and edge cases are carefully handled.

Rust. The Rust implementation is inspired by the application of cubical pairings in
isogeny-based cryptography. It has been written to be efficient and constant-time, including
several of the optimisations presented in Section 5.4. In this code, the base field is assumed
to be Fp2 (as it is in many isogeny-based applications).

Platform and measurement setup. All running times were captured on an Intel
Core i7-9750H CPU with a clock speed of 2.6Ghz, with turbo-boost disabled for stable
measurement. The benchmarking itself was handled by the criterion.rs crate, which
computes an average time by repeating the computation within a time-window determined
by evaluation time (with a minimum window of ten seconds). The Rust code was compiled
with rustc 1.87.0-nightly. All finite field arithmetic was generated without assembly
optimisations, but the use of the compiler flag -C target-cpu=native allows for CPU-
specific intrinsics. In particular, for our benchmarking machine, this allows the use of the
mulx op-code for efficient 64-bit word multiplication with carries.
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Performance results. To pair with the operation counts given in Section 6, we include
concrete benchmarks for

o degree-2" pairings for the SQIsign parameter sets in Table 5,
o change-of-basis computations as described in Section 6.1 in Table 6, and
o degree-2"™ and degree-3" pairings for the SIKE parameter sets in Table 7.

As expected, the cost of a Tate pairing is approximately half that of a Weil pairing in each
case. For the degree-2°¢ pairings, we use an optimised ladder skipping one call to cADD
per bit of the degree, and this is seen in the faster timings compared to the degree 3¢ of
similar bit length for the SIKE primes.

For the change-of-basis algorithm, we need to compute five Tate pairings, one of order
27 and four of order 2¢, as well as some pre-computations and then the final four discrete
logs of order 2¢. The total cost of the pairings can be reduced by computing [2¢| R, [2¢|R+ P
and [2¢|R — @ in a single loop, saving 2 - (e — 1) cDBL calls. This is seen in the weighting
between the costs in Tables 5 and 6.

Table 5: Running times for degree-2" pairings with the SQIsign parameter sets targeting
NIST security levels I, IIT and V. Times were recorded on an Intel Core i7-9750H CPU
with a clock speed of 2.6Ghz and turbo-boost disabled.

Characteristic Degree  Weil Pairing Tate Pairing

p1 5.2248 _ 1 2248 0.31 ms 0.16 ms
p3 652376 — 1 2376 1.01 ms 0.51 ms
Ps 27.2500 1 2500 2.40 ms 1.21 ms

Table 6: Running times for SQIsign change-of-basis for points (P,Q) = FE[2/] and
(R, S) = E[2°] with e = f/2 (the typical values used in the process). Times were recorded
on an Intel Core i7-9750H CPU with a clock speed of 2.6Ghz and turbo-boost disabled.

Characteristic ~E[2f] E[2°] Change of Basis

p1 5.2248 _1 9248 9l 0.76 ms
P3 65-2376 1 2376 9188 2.45 ms
s 27.2500 _1 2500 9250 6.13 ms

Table 7: Running times for degree-2" and degree-3" pairings with the SIKE parameter
sets targeting NIST security levels I, III and V. Times were recorded on an Intel Core
i7-9750H CPU with a clock speed of 2.6Ghz and turbo-boost disabled.

Characteristic Degree  Weil Pairing Tate Pairing

Daza  2216.3137 _1 2216 1.01 ms 0.61 ms
3137 1.55 ms 0.87 ms
pero 230°.3192 1 92305 2.84 ms 1.67 ms
3192 4.40 ms 2.47 ms
P751 2372 . 3239 —1 2372 5.11 ms 3.05 ms

3239 7.84 ms 4.40 ms
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A Cubical arithmetic in a nutshell

The mathematical results used in the main body of this paper are proven, in much more
detail, in [Rob24]. This appendix—which contains no new results—provides a short
introduction to the theory, and convenient reference for some of the main results and
proofs.

We start with level-1 cubical points in Section A.1, discussing their arithmetic properties
in Sections A.2 and A.3. We then describe how cubical arithmetic allows us to compute
functions with prescribed divisors in Section A.5, which allows us to compute pairings with
cubical arithmetic in Section A.6. Finally, we move to level-2 cubical points in Section A.7,
from which we (re)derive the results used in the main text.

So far, we have treated cubical arithmetic as a way to keep track of the extra “hidden”

information in affine representatives of projective coordinates. To formalize this, we need
to distinguish between the “standard” elliptic curve points, where we only care about their
projective coordinates up to some factor A € Fy, and enhanced “cubical points”, where we
care about the exact values of these coordinates.

This projective factor A that we track for each point P € FE is be determined by
some (projective) coordinate Z. By carefully analyzing this coordinate, we may compute
pairings (and even more) using cubical arithmetic. The choice of Z determines the type of
cubical arithmetic we use. In this paper, we use Z,,, a nontrivial section of the line bundle
associated to the divisor n(0g) for some positive integer n. Cubical points determined
by Z,, are called cubical points of level-n. In practice, we take Z, = Z7, so if we have
two level-1 cubical points that differ by a projective factor A, then their associated level-n
cubical points differ by the projective factor \".
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A.1 Cubical points of level 1

Let E/F, : y* = 2 4+ a2x® 4+ a4 + ag be an elliptic curve, and let Z; be the projective
coordinate associated to a non-trivial section of the divisor (Og), meaning that Z; has a
zero of order 1 at 0z. We say that Z; is a coordinate of level-1.%

Definition 1. Let P = (zp,yp) be a nonzero point on an elliptic curve E/F,. A level-1
cubical point P above P is the choice of a value Z;(P) € [y, so P corresponds to the pair

(P, Z1(P)).

Remark 6. We must modify Definition 1 when P = 0g, because Z1(0g) = 0 by construction
(as Z; has a zero of order 1 at Og). To define cubical points above 0g, we divide by a fixed
uniformizer at O, say x/y, to get a scalar factor in IF;. More precisely: a cubical point is
a pair (0g, (Z1/(z/y))(0g)), where (Z1/(x/y))(0g) lies in F;. Throughout this paper, we
normalize O to satisfy (Z;/(x/y))(0g) = 1.5

A.2 Cubical arithmetic

The group law R = P + @ on the elliptic curve E lifts to an arithmetic law on cubical
points P, @ and R called cubical arithmetic. This arithmetic law is not a group law, but
we will see that it shares (and generalizes) features of z-only Kummer arithmetic.

First, we define the cubical inversion by Z;(—P) = —Z,(P).
For points Py, P» € E, let gp, p, denote any function with divisor (—P; — P2) + (0g) —
(—Pl) — (—PQ) Given P; e E, we define

cuby (Pr, Py, Ps) := gp, p, ((P3) — (0p)) = M' ®)

This quantity is independent of the choice of gp, p,; it can be computed explicitly as

_ lp,,p,(P3) _ x(Py + Py) — x(Ps)
eubL (P P P) = By o B ) By — 2(BD)  Irm(—P)

We can now define the cubical arithmetic law.

Definition 2. Given points P;, P>, P3, we may form a cube Og, Py, P>, P3, P, + Ps,
P+ P3, P+ P, P, + P>+ P5, as in Figure 1. We say the associated level-1 cubical points
()E, Pl, PQ, Pg, P2 + Pg, P1 + Pg, Pl + PQ, P1 + P2 + P3 form a cubical cube if

Zy(Py £ Py + Py) - Zy(Py) - Zy(Pa) - Z,(P3)

Cubl(Pl,PQ,Pg) = —— ——— ——— ——— .
Z1(0g) - Z1(Po + P3) - Z1(Py + Ps) - Z1(P1 + P»)

(4)

Remark 7. Technically, Eq. (4) is not well-defined because Z;(0g) = 0 and we evaluate
gp,.p, at a zero Og; but it makes sense if we multiply both sides by a uniformizer, like x/y.
As mentioned above, we always choose O such that (Z1/(z/y))(0g) = 1.

5We warn the reader that Z; is not a function on E. Instead, to get a function on E, we can use the
affine coordinate 1 = Z1/Z; (which is not interesting).

6Note that Z; is a cubical function of level-1 with a zero or order 1 at Og, and x/y is a standard
function with a zero of order 1 at Og, so their quotient is a cubical function with no poles or zeroes at Og.
If we think in terms of rigidifications of line bundles, then the choice of HE, i.e. of rigidification, allows us
to interpret Z as a standard function ¢z on E locally on O, i.e. as an element of Og o,, and ¢z/(z/y)

is a well-defined element of OF, 0p and the normalization condition is that its value at Og should be 1.
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P+ P P+ P+ P
P P+ P
P, P+ Py
0
E P,

Figure 1: A cube of points P;, Py, Ps.

The crucial property—whence the name cubical arithmetic—is that Eq. (4) allows us to

derive Z1 (P + P> + P3) from the seven other vertices of the cube. Similarly, given seven
vertices of some cube, we can compute the eighth cubical vertex: that is, the vertex R
with the correct value of Z(R) € F;.

The most important cube we use in this article is given by (Py, Py, P3) = (P, Q, —Q),
which results in a cube with vertices Og, P, @, —Q, Og, P — @, P+ @, and P. Using

Eq. (4), we can derive Z; (];:—_@) . Zl(F/’_:/Q).

Lemma 1. Given Z1(P), Z1(Q), and (2(Q) — z(P)), the cube above defines cubical
differential addition:

Z1(P+Q)- (P = Q) = Zi(P)? 1(Q)* - (w(Q) — a(P)). (5)
Specializing further to the case P = @, we obtain cubical doubling:
2,(2P) = 2,(P)* - 2(P). (6)

Proof. For the cubical differential addition, by Definition 2, we have

Zi(P+ Q) Zi(P = Q) 2(05)Z1(08) _ 99.-0(05)

Z1(P)Z1(P)Z1(Q) Z1(-Q) 9Q.-o(P)
The result follows from the fact that Z;(—Q) = —Z1(Q), and that if we take 90,-Q =
1/(z — z(Q)), then it is normalized at infinity—that is, (90,—¢/(z/y)?)(0g) = 1. Our
normalization condition on Og gives (Z7/99.—0)(0r) = 1.

For cubical doubling we have an extra Og in the numerator, so we need to compute the
inverse of Z(0g) - gp,_p(P). As above, we take gp_p = 1/(x — 2(P)), which is normalized
at Og. To compute the evaluation, we let ¢ = thgp _p, i-e., ¢'(R) = gp,_p(R + P), so
that Z(0g) - gp,_p(P) = (¢’ - 2/y)(0g). The formule for the addition law give

— = (y_y(P))Z—x— T T
((ar:c(P))z 2 (P)) /(@/y),

g -xly

so ((¢" - z/y)(0g))~' = —2y(P). The result follows because Z;(—P) = —Z;(P). O

A.3 Properties of cubical arithmetic
Theorem 1 summarizes the most useful properties of cubical arithmetic for this work.

Theorem 1. Let Py, Py, P;, Py, € E.
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1. Neutrality: cuby(0g,0g,0r) = 1.
2. Commutativity: cuby(o(P1, P2, P3)) = cuby(P1, P2, P3) for all 0 € G3.
3. Associativity:

cubl(Pl =+ PQ, P37 P4) . Cubl(Pl, PQ, P4) = cubl(Ph P2 + Pg7 P4) . Cubl(Pg, Pg, P4)

4. Anti-symmetry: cuby(Py, Py, —P) — Py) = —1.

Proof. Let gp, p, be a function with divisor (—P; — P;) + (0g) — (—P1) — (—P2), which
this time we assume is normalized at Og by the condition gp, p,/(x/y)(0g) = 1. Eq. (3)
and Definition 2 give cuby (Py, P, P3) = gp,,p,(P3), and neutrality follows for P = Py =
P; = 0g. Similarly, we can rewrite the three other conditions as

. Commutativity: gp,,p, (Pg) =4gpr,,Ps (Pl) = gpP;,P, (Pg)
o Associativity: gp,+p,, P, 9P, Py = 9Py, Pa+Ps - 9Py, Ps
o Anti-symmetry: gp, p,(—P1 — P2) = —1.7

Associativity follows quickly from the fact that the LHS and RHS have the same divisor
and are both normalized. Commutativity and anti-symmetry are more delicate: both follow
from much more general results involving symmetric biextensions [Gro72] and X-cubical
torsor structures on abelian varieties [Bre83], though in our case they could also be proven

using symbolic algebra software. [Rob24] gives a full exposition. O
Corollary 1 (Cubical Z-linear combinations). Let Pi,..., P, € E, and choose cubical
points ]SZ-, Py + Pj for all1 <4,5 <m. Then, for ni,...,n, € Z, we are free to compute

a cubical point above the elliptic point > n;P; using any choice of cubes and inversions:

we always obtain the same cubical point Y n;P;.

Since the cubical point > n; P; of Corollary 1 is independent of the n;, we denote it by

Proof of the corollary. When n; > 0 and we don’t use inversions, this follows from com-
mutativity and associativity (Theorem 1). For the general case, when n; € Z, we also need
inversions to compute n; P Then, the anti-symmetry condition of Theorem 1 shows
that the result is independent of the choice of point to invert. Indeed, for the cube with
P; = —P) — Py, Eq. (4) and anti-symmetry yield

Zy(P\)Z1(Py)Z1(—P; — Py)

p— — — :Cubl(Pl,PQ,—Pl—P2>:—1;
Z1(=P1)Zy (= P2) Z1(P1 + Pa)

and the inversion formula Z;(—P) = —Z; (P) gives the same result. O

We warn the reader that 3 n,-]zi depends not only on the choices of Igi, but also the

Pi/4\—/Pj. Different choices scale the resulting cubical point by a projective factor A € Fy
given by [Sta08, Theorem 10.1.1], rephrased in cubical terms in [Rob24, Lemma 4.7].
Lemma 2 gives A in the notation of this appendix.

~ /
Lemma 2. Let PZ-/7 P; + P; be other choices of cubical points above P;, Py + P;. If X;,
~ ~ o~/

iy € 5 are such that Zy(B}) = N - Zo(P,) and Zy(Pi + Py ) = MM\hej - Z1 (P + Py),
then

Z1 (Z niﬁi/> =\Z (Z n1151> where X := ﬁ/\?? H A

i=1 1<i<j<m
7Or, more rigorously, that if g/ = b _p, (9py,Py), then (¢’ /9p, ,P,)(Op) = —1.
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A.4 Translated cubes

For completeness, we also mention that we can extend the cubical law from cubes to
translated cubes: Po, P0+P1, Po—l—PQ, P[)—I—Pg7 P0+P2—|—P3, PO‘l‘Pl —‘y—Pg7 P0+P1 +P2,
Py + P; + P> + P5 as in Figure 2, by the formula:

Cubl(Pl,PQ, PO —+ Pg) o
Cubl(f:)l,ft)g7 Po)

—~—

Z\(Po+Pr+ P+ P3) - Zy(Py+ Pr) - Z1(Po+ P) - Z1(Po + P3)
Z1(Py) - Z1(Po+ Py + P3) - Zy(Po+ P+ P3) - Z1(Py + Py + Ps)

Indeed, the formula for the translated cube can be found by looking at the two cubes gener-

ated by Py, P», P; and Py, P», Py + Ps respectively. We also have that % =

gp.,p,((Po + P3) — (P)).

We remark that the translated cube can be given a more symmetric form in its inputs
by Setting U1 = P0+P1,U2 = P0+P2,U3 = P0+P3,U4 = P0+P1+P2+P3, W =
2P0+P1+P2+P3 (SO that U1+U2+U3+U4 = QW), and V1 = W—U2 = P0+P2+P3, ‘/2 =
W—-Us=FPy+Pi+P;,V3=W-Uy=Py+P,+P,,Vy =W-—-U; = PF,. Conversely, from
Ul,U27U37U47‘/i,‘/é,‘/E),,V4 We recover PO = ‘/v47 P1 = U1 —‘/ZL7P2 = U2 —VZ;,P:; = U3 —V4.

The cube arithmetic then takes the form

cuby (Uy — Vi, Uy — Vi, Us) _ Zy(Uy) - Z1(Uz) - Z1(Us) - Z1(Uy)

cuby (Uy — Vi, Uy — Vi, Vi) Zy(V) - Z1(Va) - Zy(Vis) - Z1 (V)

Po+ P+ P Py+P+ P+ P

Py+ Ps P4 P+ Ps
Py + P Po+ P+ P

P

P+ P

Figure 2: A cube of points Py, P», P3 translated by P,

A.5 Elliptic functions

Cubical arithmetic gives us an alternative to Miller’s algorithm for constructing functions
on elliptic curves with prescribed divisors.

Lemma 3. Let Py,..., P, € E, with associated level-1 cubical points 13; and P; 4+ P;.
Suppose we have m linear combinations ZZZI uj i Py for u;; € Z. If there exist v; € Z and
ujo € Z such that 22:1 vjujouj =0 for 0 <i <m, then for any R € E, the value

T m
H Z4 (Uj70R + Z UjJ-Pi)UJ‘
j=1 i=1

1s independent of the choice of}NB and R/_—\i-_ji
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Proof For ease of notation, we consider R as Py with respect to Lemma 2, and let /onl and
PO + P be other choices of cubical points above Py and Py + P;, with PO = )\OPO and

Po + P = MoAo,i - Po + P; for some scalars A in Fy. We want to show that the condition
S =1 Vjtj,0us, =0 for all ¢ implies that the dlfferences in A\g and Ag,; vanish for the overall
product. By Lemma 2, we have

Zl(uaopo + 30wy /\JOHAuaouw
-0
Zl (u] OPO -+ Zl 1 u] sz)

and therefore

H<Zl(uJOPO +Z 1“]1 i ) H(AJOH)\“wa)]

j=1 Z1(ujoPo + 300 1quR

<)\O j=1 Vi JOH)\OZ] 1 Vi JOUJL> _1

i=1
where the last equality uses the condition that each ZT 1 VU 0u;; = 0. Hence, the

product H] 1 Z1(uy, OPO + > uj Z) is independent of the choice of Po and Py + P;. O

We can now construct a function f : E — P! with a prescribed divisor by mapping
R € E to the projective value defined in Lemma 3, which gives a well-defined map.

Theorem 2. With the situation as in Lemma 3, that is, we have r elements u; =
(U105 ey Uim)y ey Up = (Up0y .oy Upn) 0 Z™ and vy, ..., v, € Z such that for all
i €{0,...,m}, we have Y7_, vjujouj; = 0. Then the function

f:E—P, RHHZl uj0R+Zuﬂ

1s a well-defined function on E with divisor

T

div(f):Zvj ujol” Zuﬂ s
j=1
Proof. For a complete proof, see [Rob24, § 4.6]. We sketch the main idea here. Lemmas 2

and 3 imply that f(R) does not depend on the choice of Rand R+ P;, so f is well-defined
on F. Evaluating f at the linear combinations of P; gives the divisor in the statement. [

We give two useful examples of Theorem 2, which we will revisit in Section A.6.
Example 1. The function
Zy(R+ Py + Py)Z1(R)
Zy(R+ P1)Z1(R+ P)

fp17p2 :R+—

depends only on the choice of E, ﬁ;, PT—:/PQ. Its divisor is
div fp,,p, = (=P1 = P2) + (0g) = (=P1) = (= P2).
Example 2. The function

depends only on the choice of P. Tts divisor is

div fo,p = (—(P) 4+ ({ = 1)(0g) — £{(=P).
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A.6 Pairings from cubical arithmetic

Using Examples 1 and 2, we can reformulate all pairing formule in the literature, which
are usually expressed in terms of Miller functions, in terms of cubical arithmetic. This is
similar to how Stange used elliptic nets to compute pairings in [Sta08, §17; Sta07]—indeed,
elliptic nets give an alternative way to compute level-1 cubical arithmetic, and Theorem 2
can be seen as a generalization of [Sta08, § 10.3].

Theorem 3.

o Let P,Q € E[{], and P,Q, P/’_—\i—/Q be arbitrary cubical points above P,Q, P+ Q. Then
Z1(LP + Q) Z,((Q) Z,(P)
Z1(P)Z1(LQ + P) Z1(Q)

eW,f(Pa Q) =

o Let P € E[l|(F,) and Q € E(F,), and ﬁ,@,F—T—/Q be arbitrary rational cubical
points above P,Q, P + Q. The non-reduced Tate pairing is

_ 4 (LP +Q)Z1(0)

AU

Proof. The usual formulee for the Weil and Tate pairings are ey ¢(P, Q) = %

and er(P,Q) = for((Q) — (0g)) - (%)Z(OE), where the rational uniformizer (z/y) is
needed to make the expression well-defined. Example 2 gives expressions for f, p and f; q.
(The functions used here and in Section 2.3 have linearly equivalent divisors, thus give the
same pairing values.) For instance, we obtain

-~ - - ~ ~ ¢
Z (LP Z1(0 Z1(P)Z
wiry- PO ntm@ )
Z2(QZ(EP)  \Z(P+Q)(Z1/(x/y))(0r)
—which gives the formula above, since we assumed the cubical points were defined over [,
= = ¢
hence ( _ZPV4Q) ) € (F2)L, O
Z1(P+Q)(Z1/(=/y))(0k)

Remark 8. Since [(]P = 0 for P € E[{], we must remember that Z;({P) = Z,(0g) = 0,

and the formulee above should be understood with respect to some uniformizer. For

example, in the Weil pairing, Z19) ¢hould be understood as M, and in the Tate
Z1(LP) Z1/(x/y)(€P)

£108) ghould be understood as 2. &/1)(0s)
Z1(4P) Z1/(x/y)(LP)
Similarly, we can obtain translated cubical formulee from Theorem 3. For the Weil

pairing, we use ew (P, Q) = % for any R € E. For the Tate pairing, we use

ere(P, Q) = for((Q + R) — (R)) for rational points R € E(F,).

pairing

A.7 Cubical arithmetic in level 2

Recall that a level-1 cubical point P is the datum of an elliptic curve point P and a
“cubical” coordinate Z;(P) € F;. We cannot recover P from the coordinate Z;(P) alone.

In the main body of this paper we use level-2 cubical coordinates, which—unlike level-1
coordinates—do allow us to recover the underlying point P up to sign. This lets us compute
cubical arithmetic by slightly adapting algorithms for z-only arithmetic on Kummer lines,
replacing projective coordinates with cubical coordinates.

Let X2, Z5 be the basis of projective coordinates associated to the divisor 2(0g) such
that Zo = 212 and x = Xo/Z5. These level-2 coordinates are our main tool in the sequel,

so for ease of notation we write X = Xo, Z = Zs.
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Example 3. Let P = (zp,yp) € E. A level-2 cubical point P above P is a choice of
a value Z(P) € F}, where Z = Zy = Z;. Since x = X/Z, choosing P above P, i.e.,
choosing Z(P) € F%, also determines X (P); so a choice of P is the same as a choice of
affine coordinates (X (P), Z(P)) above the projective coordinates (Xp : Zp) of P.

q7

Given a level-2 cubical point P = (P, (X (P), Z(P))) above P, the data (X (P), Z(P))
alone suffices to recover z(P) = X(P)/Z(P), and hence P up to sign. This means that
(X (P), Z(P)) are the coordinates of a “Kummer line cubical point” rather than an elliptic
curve cubical point, which is still enough for our applications.

A nice feature is that cuby (P, P2, Ps) only depends on z(P), x(Ps), (Ps), x(Py + Ps),
(P + Ps), x(Py + Py), and x(Py + P> + P3) by [Rob24, § 4.9.4] so that level-2 cubical
arithmetic can be done entirely on the Kummer line. We remark that we can also recover
.I'(Pl +P2) and QT(Pl + PQ + Pg) from .’I,‘(Pl), a:(Pg), x(P?,), l‘(PQ + Pg), .I'(Pl +P3) [LRlG]

Another advantage of level-2 cubical coordinates is that since 2(0g) is base-point-
free on E, we do not need a special case to define our cubical neutral point, as it is
determined by its X-coordinate: 0x = (1,0). Indeed, since Z;/(z/y)(0r) = 1, we get
X(0p) = %52 (02) 24 (0) = 52 (08) = 1.

In the main text we work with level-2 cubical arithmetic, by interpreting (as in Exam-
ple 3) ordinary projective coordinates (Xp : Zp) as level-2 cubical points (X (P), Z(P))
while tracking projective factors. Indeed, if we repeat the derivations of cubical differential
addition and doubling in Equation (5) and Equation (6) but for level-2 cubical points,
then we recover the formulae for cADD and cDBL described in Sections 3 and 4.

Remark 9 (The case of twists). Let E : y? = 23 + asx? + asx + ag be an elliptic curve
and E' : By'2 = 2 + a92’® + ayr’ + ag be a quadratic twist over a base field k. The
two curves are isomorphic over the quadratic extension k(«), where a? = B, via the map
B B, (5,y) & (2,9) = (@,y/a).

Cubical arithmetic can be performed on the twist E’: the same proof as in Lemma 1,
now taking into account that (y'>/2"*)(0g) = 1/B, shows that the level 1 cubical function
Z1 attached to E’ satisfies

Z(PT Q) Z(P~Q) = 5 Zi(PY - Z{@Q) - (2'(Q) ~ #'(P),
7(2P) = 7 (P)* 24/ (P).

Alternatively, since (Z;/(2'/y'))(0g) = 1/a, the normalization condition at Og for the
twist E’ is satisfied by the cubical coordinate Z; = aZ;. Substituting this Z1,2’,y’ in
Egs. (5) and (6) also gives the above formula. We remark how, unlike standard z-only
arithmetic, cubical arithmetic does depend on the choice of twist we work on.

The results of Section A.10 to compute the Tate pairing via level-2 cubical arithmetic
generalize to the case of twists. On E’, we must use coordinates Zj = Z,> and X} = 2/ Z},
which yield 0 = (B,0) and satisfy the following:

2P Q) Z(P Q) = 4P Z4(Q) - ((Q) — o/ (P)), (7)
7,(2P) = %zg(ﬁf A2 (P)? + asa! (P)? + asa’ (P) + ag). (8)

Implementors might be tempted to use scaled coordinates (X4, ZY) = (X}/B, Z}/B)
which get rid of B in Eq. (7) and satisfy (X%, Z4)(0x/) = (1,0). However, the correct
computation of the Tate pairing on E’ (rather than its square) relies on the fact that Z} is
the square of a k-rational level-1 cubical coordinate, hence why Z” = (Z;/a)? should not
be used in this context.
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A.8 Higher levels

More generally, we can define coordinates of level-n. Fix Z,, = Z7, which is a projective
coordinate associated to a non-trivial section of the divisor n(0g).

Definition 3. A cubical point P of level-n above an elliptic curve point P € F, with
P = (zp,yp) # Og, is the choice of a value Z,,(P) € F;, where Z,, = Z7".

Like in level-1, cubical points above O correspond to values of Zn/(z/y)"(0g), not
Z,. And as in level-1, we always take Og such that Z,/(z/y)"(0g) = 1.
Example 4. Let P = (zp,yp) € E. Let X3,Y3, Z3 be the basis of projective coordinates
associated to the divisor 3(0g) such that Z3 = 73, v = X3/Z3 = X271, and y = Y3/Z3.
Then a choice of level-3 cubical point P above P, i.e., a choice of Z5(P) € [y, is the same

as a choice of affine coordinates (X5(P), Y5(P), Z3(P)) above the projective coordinates
(Xg’p : Yéyp : Zg’p) of P.

Similar to Definition 2, with cub,, (P1, P2, P3) = cuby (P, Py, P3)", we get the level-n
cubical arithmetic law:

Z(Py + Py + P3)Z,(Py) Z(P2) Z, (Ps)
Zn0(05) Z(Pa + P3)Zy(Py + P3)Z,(Py + P)

= cub,,(Py, P2, P3) 9)

The anti-symmetry of level 1 becomes symmetry for even levels, and anti-symmetry for
odd levels:

cubn(Pl, Pg, —P1 — Pg) = Cubl(Pl,Pg, —P1 — Pg)n = (—1)” y

and indeed, Z,(—P) = ZJ'(—P) = (= Z(P))* = (—1)"Z(P).

A.9 Cubical translation

An extra tool in level-n cubical arithmetic is the cubical translation by T for T € E[n]
[Mor85, § 1.4; Rob24, § 4.2.6], which acts as a matrix on the level-n cubical coordinates. For
instance, if F : y* = 23+ Az? +x is a Montgomery curve, we always have T = (0 : 1) € E[2].
The level-2 cubical translation by T = (0,1) is then given by (X, Z) — (Z, X).

Definition 4. Let T be a level-n cubical point above a point T' of n-torsion. Given a
level-n cubical point P, we define P + T by the formula

Zn(ﬂ/T)Zn(ﬁE) _ cub, 7(0p)
Zn(P)Zy(T) cub,, 7(P)

where we recall that cub,, 7 is any function with divisor n(0g) — n(=T).

Example 5. In level-2, we can take cube r = 1/(x — x(T')) and, since it is normalized, the
formula becomes Z(P + T) = Z(P)Z(T)(x(P) — z(T)). For a Montgomery curve, with

T = (0,1), we obtain Z(P + T) = Z(P)%(P) = X(P), andso X (P + T) = Z(P + T)z(P+
T) = X(P)/x(P) = Z(P). We recover the translation formula above.

Note that working in level-n, applying Theorem 2 with Z,, = Z" instead of Z;, we can
only construct n-th power of rational functions on E. If f : E — P! is a rational function
with divisor Y nm;(F;), it is an n-th power (possibly over an extension) if and only if
T := > m;P; is the neutral point Og. In general, since Y nm;P;, = 0g, T is only a point
of n-torsion. For instance, when n = 2, the function « — 2(T") of divisor 2(T") — 2(0g) is
not a square. Thankfully, we can use the cubical translation to tackle this case.
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Theorem 4. Suppose we are given Py,..., P, € E, and also level-n cubical points ]Bi,

P, + P;. Suppose also that we are given level-n cubical points T; where Ty € E[n].
Let up = (U1,0y---sUlm)s -y Up = (Up0y--., Upm) be T elements in Z™TL and let
V1y...,0r € Z, such that for alli € {0,...,m}, we get Z;:1 vju;uj,; = 0.

Let R € E, and fix arbitrary choices of cubical points E, ]ﬁ/PL Then the function
fiE—P, R [[Za(ujoR+> ujiP+T0)™,
j=1 i=1

1s a well-defined function on E with divisor
div(f Z nv;[u; 0] Z uj i P —T;)

Here, Z,, = Z7', and the cubical point uj70]§+22n:'1 uwé —O—ﬁ- is computed by combining
the level-n cubical exponentiation with the cubical translation by T;.

Example 6. Let P € E[{], where £ = 2m is even. Working in level n = 2, the function
Zy(mP + R+ Py) Zo(R)™*
Zy(P + R)™

fg)p:Rl—>

depends only on the choice of P and /Pz, where Py = mP € E[2], and its divisor is

div fo.p = 2(—mP — By) + 2(m — 1)(0g) — 2m(—P) = £(0g) — ((—P).

A.10 Pairings in level 2

We obtain level-2 cubical pairings by replacing Z; with Z3 in Theorem 3. Since Z; = Z3,
we obtain the square of the Weil and Tate pairings, yielding the results of Section 5.1.
This square loses one bit of information when £ is even, but in that case one can use the
cubical translation by appropriate points of 2-torsion to recover the true Weil and Tate
pairings, see [Rob24, Theorem 2.9).

There is no need to use uniformizers as in Remark 8 for level 2: instead we can use
the X coordinate, since for any R above Op we have X(R) # 0. Indeed, in the Weil
pairing we can replace Z(0Q)/Z(P) with X (¢Q)/X (¢P), and in the Tate pairing we can
replace Z(OE)/Z(KP) with X (0g)/X (¢P). Moreover, recall that with our normalization
0 satisfies X(0p) = 1.

We now get the level-2 cubical pairing formulae from Theorem 4, or Example 6:

Theorem 5. Let ¢ = 2m be even.
o If P,Q € E{], then their (- Weil pairing is

Z(mP + Q + Po)Z(mQ + Qo) Z(P) _ Z(mP + Q + Po) X(mQ + Qo) Z(P)

) P+ P ZmQ+ P+ QUZQ) | X+ F)Z(mQ+ P+ Qu)Z(Q)

where ]S,Q,P/;/Q,/PVO, and QA)B are arbitrary cubical points over P, Q, P + Q,
Py :=[m]P, and Qo := [m|Q, respectively.

o If P € E[{|(Fy) and Q € E(F,), then their (non-reduced) Tate pairing is

erelP.Q) = Z(mP +Q + Py)Z(05) _ Z(mP + Q + Po)X (0p)
nee 2(Q)Z(mP + Ry) 2OV X(mP+ )
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where ]5, Cj, and ];1/62 are arbitrary rational cubical points above P, @), and P+ Q,

respectively, such that Z(P + Q)/Z(]g)Z(@) is a square in Fq, and ’PE is an arbitrary
cubical point over Py := [m]P.

Proof. We prove the formula for the Tate pairing. By Example 6, we have:

for((@Q) — (0p)) = ZmPFQ+ R)Z(@™Z(P)"
Z(P+Q)"Z(mP + Py)Z(0g)m—!

As before, to get the non-reduced Tate pairing and make the above equation well-defined,
we multiply both sides by (z/y)*(0g):

Z(mP+Q + ﬁo){(’ﬁm Z(Q)"Z(P)™
Z(Q)X(mP +Py)  Z(P + Q)™(Z/(x/y)?)(0p)™

eT,@(Pa Q) =

with X (0z) = (Z/(z/y)?)(0r) i}_,/and since by assumption Z(P/—T—_/Q)/Z(Ig)Z(@) isa
square in Fy, Z(Q)"Z(P)™)Z(P + Q)™ is an {-th power in Fy. O
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