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discrete logarithm log,, (h) is x.
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Discrete logarithm

Definition (DLP)

Let G be a commutative finite group, g € G and x € N. Let h = x - g. The
discrete logarithm log,, (h) is x.

@ The DLPis hard (in a generic group) if the order of g is divisible by a
large prime.
= Usual tools of public key cryptography (and more!)
= Find suitable abelian groups.
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Abelian varieties

Definition
An Abelian variety is a complete connected group variety over a base field k.

@ Abelian variety = points on a projective space (locus of homogeneous
polynomials) + an algebraic group law.

@ Abelian varieties are projective, smooth, irreducible with an Abelian
group law.

e Example: Elliptic curves, Jacobians of genus g curves...
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Computing isogenies in genus 1

Tsogenies

A (separable) isogeny is a finite surjective (separable) morphism between two
Abelian varieties.
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Tsogenies

A (separable) isogeny is a finite surjective (separable) morphism between two
Abelian varieties.

@ Isogenies = Rational map + group morphism + finite kernel.

@ Isogenies < Finite subgroups.

(f:A->B)~Kerf
(A AJH) < H

@ Example: Multiplication by ¢ (= ¢€-torsion), Frobenius (non separable).
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o Transfert the DLP from one Abelian variety to another.
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Cryptographic usage of isogenies

Transfert the DLP from one Abelian variety to another.
Point counting algorithms (£-addic or p-addic).
Compute the class field polynomials.

Compute the modular polynomials.

Determine End(A).

Damien Robert



Vélu's formula

Theorem

Let E : y* = f(x) be an elliptic curve. Let G c E(k) be a finite subgroup. Then
E/G is given by Y* = g(X) where

X(P)=x(P)+ > x(P+Q)-x(Q)
QeGN{0g}

Y(P)=y(P)+ 3 y(P+Q)-y(Q)
QeGN{0g}
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Let E : y* = f(x) be an elliptic curve. Let G c E(k) be a finite subgroup. Then
E/G is given by Y* = g(X) where

X(P)=x(P)+ > x(P+Q)-x(Q)
QeGN{0g}

Y(P)=y(P)+ 3 y(P+Q)-y(Q)
QeGN{0g}
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Vélu's formula

Theorem

Let E : y* = f(x) be an elliptic curve. Let G c E(k) be a finite subgroup. Then
E/G is given by Y* = g(X) where

X(P)=x(P)+ > x(P+Q)-x(Q)
QeGN{0g}

Y(P)=y(P)+ 3 y(P+Q)-y(Q)
QeGN{0g}

@ Uses the fact that x and y are characterised in k(E) by

vop(x)==3  wp(x)20 ifP+0g
vo,(¥) =2 wvp(y)20 ifP=+0g
)’z/x3(OE) =1
@ No such characterisation in genus g > 2.
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The modular polynomial

@ The modular polynomial is a polynomial ¢, (x, y) € Z[x, y] such that
$n(x,y) =0iff x = j(E) and y = j(E") with E and E’ n-isogeneous.
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The modular polynomial

@ The modular polynomial is a polynomial ¢, (x, y) € Z[x, y] such that
$n(x,y) =0iff x = j(E) and y = j(E") with E and E’ n-isogeneous.

e IfE: y? = x> + ax + b is an elliptic curve, the j-invariant is

3

4q
i(E) =1728————
J(E) 4a3 + 27b?

@ Roots of ¢,,(j(E),.) <> elliptic curves n-isogeneous to E.

@ In genus 2, modular polynomials use Igusa invariants. The height
explodes: ¢, = 50MB.

= Use the modulai space given by theta functions.
= Fix the form of the isogeny and look for coordinates compatible with the
isogeny.

Damien Robert
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Complex abelian varieties

o Abelian variety over C: A = C9/(Z9 + QZ9), where Q € H,(C) the
Siegel upper half space.
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Complex abelian varieties

o Abelian variety over C: A = C9/(Z9 + QZ9), where Q € H,(C) the
Siegel upper half space.

@ The theta functions with characteristic give a lot of analytic (quasi
periodic) functions on CY.

9(2 Q) _ Z enin'Qn+2nin'z
, =

neZ9

0 [Z] (Z, Q) _ eﬂia’0a+2ﬂia’(z+b)0(z+ Qa + h,Q) a,b c Qg

e The quasi-periodicity is given by

6(Z+ m+ Qn, Q) — eZni(a’m—b'n)—nin'Qn—Zﬂin'zG(Z, Q)

Damien Robert



Theta functions

o Every projective embedding comes from a polarization £. A
polarization £ =

Damien Robert



Theta functions

o Every projective embedding comes from a polarization £. A
polarization £ =

e a factor of automorphy e; (x, y) = e*"F£(*?) (where E is a symplectic
form on Z*9)

Damien Robert



Theta functions

o Every projective embedding comes from a polarization £. A
polarization £ =

e a factor of automorphy e; (x, y) = e*"F£(*?) (where E is a symplectic
form on Z*9)
e a maximal isotropic decomposition of the kernel of the polarisation:
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Theta functions

o Every projective embedding comes from a polarization £. A
polarization £ =
e a factor of automorphy e; (x, y) = e*"F£(*?) (where E is a symplectic
form on Z*9)
e a maximal isotropic decomposition of the kernel of the polarisation:

K(L):={zeQ’+ QQ’E(2,Z° + QZ%) c Z}
= K([,)l @ K(E)z

o The polarization L, of level ¢ is given by analytic functions f satisfying:

f(z+n) = f(2)
f(z+nQ) =exp(-€-nwin'Qn - €-2min'z) f(2)

Damien Robert
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Theorem

@ A basis of Ly is given by

{6 [g] (z, Q/E)} (1)
beZ9[79

{e[g](ez,m)} (2)
ael 7979
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Projective embeddings given by theta functions

Theorem

@ A basis of Ly is given by

{6 [g] (z, Q/e)} (1)
beZ9[79

{e[g](ez,m)} (2)
ael 7979

0

o Let Zy=ZI[CZI.If i € Z, we define 0; = 0 [i/E] (., Q/). If1 > 3 then

2 (0i(2)) ez,

is a projective embedding A — P&,
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Projective embeddings given by theta functions

Theorem

@ A basis of Ly is given by

{6 [g] (z, Q/e)} (1)
beZ9[79

{e[g](ez,m)} (2)
ael 7979

0

o Let Zy=ZI[CZI.If i € Z, we define 0; = 0 [i/E] (., Q/). If1 > 3 then

2 (0i(2)) ez,

is a projective embedding A — Pg_l.
@ The point (0;(0));cz, is called the theta null point of the Theta structure ).
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The action of the Theta group

e K(L,) is the subgroup of ¢-torsion

Al€] = {% +Q%} i,jezs
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The action of the Theta group

e K(L,) is the subgroup of ¢-torsion

Al€] = {% +Q%} i,jezs

@ The action by translation is given by

(i, 1).0x(2) = O, (z—g—()%) 3)
=eg,(i+k, j)0ivk (4)

where e, (x, y) = e2™/¥V is the commutator pairing.
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Equations of the Abelian varieties

Theorem (Riemann Relations)

Let (q;)iez, be the theta null point. Then if 4|¢, the homogeneous ideal of the
Abelian variety is given by the Riemann Relations:

Z Xx+th+t Z Qu+tGv+t = Z Xz—u+th—v+t Z qz—x+tqZ—y+t (5)
teZ, teZ, teZ, teZ,

for every x, y,u,v € Z; such that 3z, x + y + u +v = —2z.
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Equations of the Abelian varieties

Theorem (Riemann Relations)

Let (q;)iez, be the theta null point. Then if 4|¢, the homogeneous ideal of the
Abelian variety is given by the Riemann Relations:

Z Xx+th+t Z Qu+tGv+t = Z Xz—u+th—v+t Z qz—x+tqZ—y+t (5)

teZ, teZ, teZ, teZ,

for every x, y,u,v € Z; such that 3z, x + y + u +v = —2z.

Corollary
Z qx+tqy+t Z Qu+tGv+t = Z Qz—u+t9z—y+t Z qz—x+t9z—v+t (6)
teZ, teZ, teZ, teZ,

We note M, the moduli space given by these relations together with the
relations of symmetry:

9x = 9-x

Damien Robert
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Th

Mumford: On equations defining Abelian varieties

Theorem (car k + £)

o Let k be a field. Then every projective embedding is given by the Riemann
Relations.

o More precisely, for every projective embedding ¢ : Ay — PV of level ¢, there
is a unique basis ofIP’fj such that the theta group acts as in (4).

@ The locus of theta null points giving an Abelian Variety is an open subset

Mg Of./\/lg.

v
Remark

o Analytic action: Sp,,(Z) acts on H, (and preserve the isomorphic
classes).

o Algebraic action: Sp,;(Ze) acts on M.
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The isogeny theorem

Theorem

Let A=C9/(Z9 + QZI) be an Abelian variety with a theta structure of level €.
Suppose that € = kn and let K = +QZ9, and m: A - B = A/K the
corresponding isogeny.

There is an induced theta structure of level n on B such that

07 = 05, )

where ¢ : Z, — Z; is the canonical inclusion x — k - x.

Damien Robert



The isogeny theorem

Theorem

Let A=C9/(Z9 + QZI) be an Abelian variety with a theta structure of level €.
Suppose that € = kn and let K = +QZ9, and m: A - B = A/K the
corresponding isogeny.

There is an induced theta structure of level n on B such that

07 = 05, )

where ¢ : Z, — Z; is the canonical inclusion x — k - x.

6% (z) = 0 [i/on] (z, %/n) _ 0 [kio/ g] (2,Q/6) = 02.(2)

Damien Robert
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Summary

Givena valid theta null point (a;);cz,, we have
o The equations of the Abelian variety A.
o A symplectic basis A[£] = Z, x Z,.
o The action of points of ¢-torsion.

e An isogeny A - B = A/K, (where K; is the subgroup Z.Cc 2.

@ Thelevel ¢ of an Abelian variety A with a polarization is fixed. (¢ =4 if A
is the Jacobian of an hyperelliptic curve).

@ The only way to change the level is given by the isogeny theorem.

Damien Robert
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ctur
Computi
Computing the dua

‘Program

@ Let B be an Abelian variety with a theta structure of level 7, and (b;) ez,
the corresponding theta null point. We note Vg the subvariety of M,,

defined by
{a9() = bi}
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‘Program
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defined by
{d60) = b:}
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(ai)iez,, € Vg (k) corresponds a £-isogeny 7 : A — B.
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defined by
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(ai)iez,, € Vg (k) corresponds a £-isogeny 7 : A — B.
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‘Program

o Let B be an Abelian variety with a theta structure of level n, and (b;) ez,
the corresponding theta null point. We note Vg the subvariety of M,

defined by
{d60) = b:}
o Bythe isogeny theorem, to every valid theta null point
(ai)iez,, € Vg (k) corresponds a £-isogeny 7 : A — B.

@ The algorithm is as follows:

e Compute the solutions Vz (k).
o Identify the valid theta null points.
o Compute the dual isogeny 77: B — A.

@ For the examples, we willuse g =1, n =4 and ¢ = 3.

Damien Robert



‘Program

@ Computing isogenies
@ The structure of the system
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The kernel of the dual isogeny

@ Let (ag, -, ajy ) be a valid solution corresponding to an isogeny
m: A — B. We have

(07 (x)iez,,) = (05 (x), 05 (x), 05 (x), 05 (x))

ag = bg,asz = by, a6 = by, a9 = b3
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The kernel of the dual isogeny

@ Let (ag, -, ajy ) be a valid solution corresponding to an isogeny
m: A — B. We have

(07 (x)iez,,) = (05 (x), 05 (x), 05 (x), 05 (x))

ag = bg,asz = by, a6 = by, a9 = b3

@ The kernel K of 7 is

1l
—

{((kiai)iezlz}kfzs (3

Damien Robert



The kernel of the dual isogeny

@ Let (ag, -, ajy ) be a valid solution corresponding to an isogeny
m: A — B. We have

(07 (x)iez,,) = (05 (x), 05 (x), 05 (x), 05 (x))

ag = bg,asz = by, a6 = by, a9 = b3
@ The kernel K of 7 is

{((kiai)iEZu}kEzzg C‘3 =1

o The kernel K of the dual isogeny is given by the projection of the dual of
K:
K= {(ao, as, as, av), (as, az, av, ar), (as, an, az, as) }

Damien Robert



The valid solutions

Let (a;)icz,, be a solution. Let ¢ : Zp x Zy, = Zpy, (i, j) = in+ jl. Ifi € Z,,
we define

P; = (ag(i,j)) jez,

Then the points {P; } ic z, that are well defined form a subgroup of the points of
¢-torsion in B.

Damien Robert



The valid solutions

Lemma

Let (a;)icz,, be a solution. Let ¢ : Zp x Zy, = Zpy, (i, j) = in+ jl. Ifi € Z,,
we define

P; = (ag(i,j)) jez,

Then the points {P; } ic z, that are well defined form a subgroup of the points of
¢-torsion in B.

Theorem (n A € =1)

Let (a;)iez,, be a solution, and K = {P;}cz, the associated subgroup of
¢-torsion. Then (a;)iez,, is a valid solution if and only if K is a maximal
subgroup of rank g.

Damien Robert



The automorphisms of the theta group

o Let (a;);cz,, be avalid solution. The actions of the automorphisms of
the theta group compatible with the theta structure of B are generated by
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The automorphisms of the theta group

o Let (a;);cz,, be avalid solution. The actions of the automorphisms of
the theta group compatible with the theta structure of B are generated by

(au)uezln ind (allfl(u))uezen (8)
(au)ucz,, = (e(ya(u),u).au),cz, ()

Where y; is an automorphism of Z,, fixing Z, and y, is a morphism
Zon > Ze € Zon.
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Computing
Computing dua

The automorphisms of the theta group

o Let (a;);cz,, be avalid solution. The actions of the automorphisms of
the theta group compatible with the theta structure of B are generated by

(au)uezln ind (allfl(u))uezen (8)
(au)ucz,, = (e(ya(u),u).au),cz, ()

Where y; is an automorphism of Z,, fixing Z, and y, is a morphism
Zoy = Zo C Zoy.

Example

If (ao, a1, az, as, a4, as, dg, a7, ag, dg, ajg, a1 ) is a valid solution
corresponding to an Abelian variety A, the solutions isomorphic to A are given
by

(a0, as, a0, a3, as, ar, ag, an, as, g, A, az)

2 2 2 2
(ﬂ(), (ab CZ aj, as, Ca4a (2 as, deg, (a7) CZ ag, dog, (al()) Cz all)

v

Damien Robert
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Proof of the theorem (Outline)

@ Every solutions giving the same set of associated points {P; } ;. z, differ by
an action of type (8) or (9)
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Co:
Cor

Proof of the theorem (Outline)

@ Every solutions giving the same set of associated points {P; } ;. z, differ by
an action of type (8) or (9)

o Let K = {P;},cz, be the associated subgroup of rank g in B. Let A = B/K,
and 7 : A — B be the dual isogeny. We construct a theta structure on A
such that 7 is the associated isogeny.
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Proof of the theorem (Outline)

@ Every solutions giving the same set of associated points {P; } ;. z, differ by
an action of type (8) or (9)

o Let K = {P;},cz, be the associated subgroup of rank g in B. Let A = B/K,
and 7 : A — B be the dual isogeny. We construct a theta structure on A
such that 7 is the associated isogeny.

O

#Vy (k) ~ €9 (number of isogenies) x €29 (cardinal of each orbit)

Damien Robert
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e solutions
dual isogeny

An example

The theta null point (1:1:12:1) € M4 (FF;9) corresponds to the elliptic curve
E:y*=x +1l.x +47.

@ We have the following valid solutions (v is a primitive root of degree 3):

(0490931 :1:46: U490931 237 :54 : U54782 154 :37: U490931 46 : 1)
(v476182 :1:68: U476182 167:10: 040033 :10: 67 : 0476182 168 : 1)
(0465647 :1:3: v465647 140:16: 029498 116 : 40 : v465647 3 1)

(0450898 :1:33: U450898 169 :24 : v14749 124169 : 0450898 133 1)
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An example

The theta null point (1:1:12:1) € M4 (FF;9) corresponds to the elliptic curve
E:y*=x +1l.x +47.

@ We have the following valid solutions (v is a primitive root of degree 3):
(V190931 1: 46 : p¥90931 ;37 541 5782 1541 37 : y 49031 41 1)
(v¥76152 . 11 68 476182 . 67110 : 40033 . 10 67 : p476182 ; 68 1 1)
(05647 113 : 465647 . 401 16 - 29498 . 161 40 : 365647 131 1)
(450898 133 : 450898 L 69 04+ 1749 ; 24 69 : 950898 1 331 1)

@ And the following degenerate solutions:

(1:1:12:1:1:1:12:1:1:1:12:1)
(1:0:0:1:0:0:12:0:0:1:0:0)

Damien Robert



The structure of the

‘Program

@ Computing isogenies

o Computing the solutions
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A specialized Groebner algorithm

We use the fact that J = I k[ a4, a7, ajo, a1 ] contains polynomial of low
degree as follow:
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A specialized Groebner algorithm

We use the fact that J = I k[ a4, a7, ajo, a1 ] contains polynomial of low
degree as follow:

Step 1 Compute a truncated Groebner basis (for an elimination order) to
obtain a zero dimensional ideal J; contained in J.

Step 2 Compute the coordinates a4, a7, ayo, d:

Var(J;)(k) > {(a4,a7, ap,d1):ac VB(%)}

Step 3 Compute (recursively) the other coordinates (asg, aj, a2, as).

Damien Robert



The structu
Computing

‘Program

@ Computing isogenies

e Computing the dual isogeny
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The dual isogeny

Let 7 : A — B be the isogeny associated to

(ao,+ an). Let y = (y0, 1, ¥2,y3) € B. Let
- 7 x = (xop,+,x11) be one of the 3 antecedents.
Then

(y) =3x
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The dual isogeny

xeA zeA Let 7 : A — B be the isogeny associated to

(ao,+ an). Let y = (y0, 1, ¥2,y3) € B. Let
- 7 x = (xop,+,x11) be one of the 3 antecedents.
Then

yeB 7i(y) =3x
o Let P, = (a4, az, ain, a1), Py is a point of 3-torsion in B. We have:

)’: (xo»x3’x6)x9)
)’+P1 = (-x4>x7)x10)x1)

y+2P = (8, x11, X2, X5)

So x can be recovered from y, y + P;, y + 2P; up to three projective
factors Ag, Ap,, Aap,.
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The addition formula

Theorem (Addition formula)

20[4| 608 o] -0 G e 1] 0 -

e O (1] P [T JO [50L F 9

o,BeiZ9 |79

1 1 1 1

1 1 -1 -1

1 -1 1 -1

1 -1 -1 1
a,b,c,d,e, f,g,h e 372979

(a',b',c',d") = A(a,b,c,d), (', f, g’ h') = A(e, f, g, h)

1
where A= —
2
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Computing the projective factors

o Using the addition formulas, we have A,p, = A3,
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@ Since y + 3P, = y, we obtain a formula
/1%1 =a

hence we can find the three antecedents.
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Computing the projective factors

o Using the addition formulas, we have A,p, = A3,
@ Since y + 3P, = y, we obtain a formula
/1%1 =a

hence we can find the three antecedents.

o In fact when computing 3 - x, the projective factors become 17, /\f’,l, A P

so we don’t need to extract roots.
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o Using the addition formulas, we have A,p, = A3,

@ Since y + 3P, = y, we obtain a formula
/1%1 =a

hence we can find the three antecedents.

o In fact when computing 3 - x, the projective factors become 17, /\f’,l, A P

so we don’t need to extract roots.

o Vélu’s like formulas: If we know the kernel K of the isogeny, we can use
the same methods to compute the valid theta null points in M, (k), by
determining the g(g +1)/2 indeterminates A;;.

Damien Robert
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ctur
Computing

Perspective

@ We have an algorithm to compute isogenies! In practice, only for small
degrees and low genus.

o The blocking point of the algorithm is the lifting of the theta null point
(even with the improved Groebner basis algorithm).

@ We have seen that we have a nice action on the solutions, and we are only
interested in equivalence classes. Can we use this action to speed up the
lifting part?

o Can we use Theta functions to compute pairings?

Damien Robert



	Abelian varieties and isogenies
	Definition and cryptographic usage
	Computing isogenies in genus 1

	Theta functions
	Theta functions of level 
	Theta structures
	The isogeny theorem

	Computing isogenies
	The structure of the system
	Computing the solutions
	Computing the dual isogeny


