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Pairings in cryptography

Definition J

A pairing is a bilinear application e : G; x G; - G,.

Identity-based cryptography [BFo3].

Short signature [BLSo4].

One way tripartite Diffie-Hellman [Jouo4].

@ Anonymous credentials [Vero1].

Attribute based cryptography [SWos].

Broadcast encryption [Goy+06].
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Pairings on abelian varieties

(A, £) a principally polarised abelian variety.
O the theta divisor associated to L.

PeAll].3fpek(A)]

(fp) =€(1;©-09).

Weil pairing ey : A[€] x A[€] > u,

_ fp(Q-04)

P Q= pon

Tate pairing: er : A[€] x A(k)/€A(k) - k*/k**

er(P, Q) = fr(Q - 04).
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Miller algorithm

o PeA[l] 3fupck(4)]
(fup) =n.tp®—t:,0 - (n-1)0@.
® 3fu pu.pek(A)]

(fnl‘P»"LP) = t;1P® + t:zP@) - tén1+n2).P® - ®'

o f(n1+n2),P :fnl,anz,anl.P,nz.P

= Evaluate f, p(Q) via a Miller loop.

Remark

Only used with Mumford coordinates = need to work on a Jacobian of an hyperelliptic
curve.
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Theta functions

@ Abelian variety over C: A = C9/(Z9 + QZ9); Q € H 4(C) the Siegel upper half
space (Q symmetric, Im Q positive definite).

@ Theta functions with characteristics:

Lt Lt
S(Z,Q) _ Z errz nQn+2mi nz’

nezd

9 [Z] (Z, Q) _ enitaﬂa+2m‘ta(z+b)9(z+ Qa + b,Q) a,b c Q‘q.

o Theta functions of level 4: (9 [;ﬁ ] (22,Q)); jez(3)> coordinates on A.

o Theta functions of level 2: (9 [ i(/)z] (2,9Q/2)) e5(3)> coordinates on the Kummer
variety A/ + 1.
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Duplication formula

9[0] (a2 )9 1] (2 - zz,Q)tGIZZg/Z[é,-](Zzl,ZQ)S[f,](zzz,zQ)

9 )] 22020091051 (0.20) =
1 e xt9[x+,+t](z,,9)9[ - ,+t](Z,,Q)

29 t€d7.9 | 7.9
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The differential addition law

(X x(0)9%(z+2)9(z1 - 22))-( D x(£)9%s1(0)91.4(0)) =

teZ(2) teZ(2)

( Z X(t)s—i’+t(22)9j’+t(zz))-( Z X(t)sk’+t(zl)9l’+t(zl)>-

teZ(2) teZ(2)

where ye Z(2),i,j, k1 € Z(7)
(i, 7, K, 1) = A(i, j, k, 1)
1 1 1 1
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Arithmetic with level two theta functions (cark + 2)

Mumford Level 2 Level 4
[Lanos] [Gauoy]
Doubling 34M + 7S

Mixed Addition  37M + 6S TM + 128 +9my  49M + 36S + 27my

Multiplication cost in genus 2 (one step).

Montgomery Level 2 Jacobians coordinates
Doubling 3M +58
Mixed Addition > 45 F 1m0 SM+ 65+ 3mo 7M + 68 + Iy

Multiplication cost in genus 1 (one step).
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Miller functions with theta coordinates

Proposition
PRLIHIC) ( [3]<z+zp>)
") rnz) 981 )
° _ 9(z+n1.2p)9(z + ny.2p)
Juipinscp = 9(2)9(z + (n + ny).zp) )
Corollary

9(¢zp +29)9(0)  9(zp)I(f2q)
S(ZQ)S(EZP) S(Zp aF €zQ)9(0)
=exp(2mi€(zp12q,2 — 2p,22Q,1))

ew(P,Q) =

with zp = zp1 Q2+ zp, and zQ = ZQ,l.Q. +2Q,2-
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Fast pairing computation with theta functions of level 2

P and Q points of ¢-torsion.

04 P 2P
Q PoQ 2P+ Q
2Q P+2Q

Q=104 P+£Q=2A,P

A )L
o ew(P Q)2 AO)U .

o er(P,Q)*= —§
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Comparison with Miller algorithm

g=1 7M+7S+2m,
g=2 17M+13S +6m,

Tate pairing with theta coordinates, P, Q € A[¢](FF ,4) (one step)

Miller Theta coordinates
Doubling Addition One step
d even IM +1S + 1m M + Im
9=1" jodd IM+28+1m  2M+1m | M*25+2m
Q degenerate +
g =2 denominator elimination 1M 15 & Sm M+ 3m 3M +4S + 4m
General case 2M +2S +18m 2M +18m

PeAl€](Fy), Q € A[€](FF ) (counting only operations in F 4).
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How to compute P + Q?

@ Work in level 4, and go back to level 2 once we know P + Q.

= Impose the 4-torsion on A to be rational
(In level 2: only impose the 2-torsion to be rational).

o Stay in level 2 and compute the symmetric pairing:

ers = eT(P, Q) + eT(P, —Q)

@ Z-action on k**!:

1 1 1 _ 1
x"1+”2+— = x4+ — ] (x"+—=—)-(x"T"+ .
xmtny xm xM2 xm—n
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Computing P + Q

o The even theta null point are non zero < the Kummer variety is projectively
normal.

@ Generically the case (but not for Jacobians of hyperelliptic curves of genus g > 3).

@ We can then compute 9;(P + Q)9;(P - Q) + 9;(P + Q)9;(P - Q).
= Recover P + Q with a square root.

= Alternatively, compute £P + Q in the algebra of degree 2

K[X]/ (X =9 (P+Q))(X - 9(P-Q))).
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Perspectives

@ Degenerate divisors: should be even faster!

@ Ate pairing, optimal ate?

o Miller algorithm directly on the theta coordinates.
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Personal announcement

o I will defend my PhD Thesis ““Theta functions and applications in cryptography”,
Wednesday 21 at 17hoo, in Coos (Loria).

@ Talk will be in French, but slides in English.
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