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graphy  Public-key systems

A brief history of public-key cryptography

Diffie-Hellman key exchange (1976).

RSA (1978): multiplication/factorisation.

ElGamal: exponentiation/discrete logarithm in G = Fj.
ECC/HECC (1985): discrete logarithm in G = A(FF,).

Lattices, NTRU (1996), Ideal Lattices (2006): Closest Vector Problem, Bounded
Distance Decoding.

Polynomial systems, HFE (1996): evaluating polynomials/finding roots.
o Coding-based cryptography, McEliece (1978): decoding a linear code.

Y

Encryption, Signature (+Pseudo Random Number Generator, Zero Knowledge).

Y

Pairing-based cryptography (2000-2001).

Y

Homomorphic cryptography (2009).
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Public-key cryptography ~ Public-key systems

RSA versus (H)ECC

Security

(bits level) o8 ECC
72 1008 144
80 1248 160
96 1776 192
112 2432 224
128 3248 256
256 15424 512

Key length comparison between RSA and ECC

@ Factorisation of a 768-bit RSA modulus [Kle+10].
o Currently: attempt to attack a 130-bit Koblitz elliptic curve.
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Discrete logarithm

Definition (DLP)

Let G = (g) be a cyclic group of prime order. Let x € N and h = g*. The discrete
logarithm log, (h) is x.

o Exponentiation: O(log p). DLP: O(,/p) (in a generic group).
= Find secure groups with efficient law, compact representation.

= G =} subexponential attacks.
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Discrete logarithm in cryptography

Pairing-based cryptography

A pairing is a bilinear application e : G; x G; = G;. \

o Identity-based cryptography [BFo3].

Short signature [BLSo4].

One way tripartite Diffie-Hellman [Jouo4].
Self-blindable credential certificates [Vero1].
Attribute based cryptography [SWos].

Broadcast encryption [Goy+06].

Tripartite Diffie-Helman

Alice sends g“, Bob sends g, Charlie sends g°. The common key is

)abc

e(9,9)" =e(g%. 9°)" = e(g. 9")" = (g% 9")" € G

Damien Robert (Caramel, LORIA) Theta functions and cryptography 07/07/2010 (MSR)



elian varieties

© Abelian varieties

unctions and



Abelian varieties ~ Jacobian of curves

Abelian varieties

An Abelian variety is a complete connected group variety over a base field k.

@ Abelian variety = points on a projective space (locus of homogeneous polynomials)
+ an abelian group law given by rational functions.
= Use G = A(k) with k = F, for the DLP.

= Pairing-based cryptography with the Weil or Tate pairing.
(Only available on abelian varieties.)
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Abelian varieties ~ Jacobian of curves

Elliptic curves

Definition (car k # 2)
E:y’=x+ax+b. 4a®>+27b*#0.

@ An elliptic curve is a plane curve of genus 1.

o Elliptic curves = Abelian varieties of dimension 1.

T P+Q=-R=(xr,—yr)
‘ z | )= Yoz Jye
2 . : f 3 Xp — XQ
1/ XR :AZ—XP—XQ
21 yr =yp + A(xg = xp)
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Abelian varieties ~ Jacobian of curves

Jacobian of hyperelliptic curves

C: y* = f(x), hyperelliptic curve of genus g.  (deg f =2g 1)

o Divisor: formal sum D = ) n;P;, P; e C(k).
degD =} n,.

o Principal divisor: 3., 7y vo(f).P;  fek(C).

Jacobian of C = Divisors of degree 0 modulo principal divisors
= Abelian variety of dimension g.

Mumford coordinates:

k
D:Z(P,»—Poo) k<g, symmetricP; #P;
i=1

= (u,v) with u = [J(x = x;), v(x:) = yi.

Cantor algorithm: addition law.
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Abelian varieties ~ Jacobian of curves

Exemple of the addition law in genus 2

D=P,+P,—2c0
D'=Q+Q,— 200
Q,
Q
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Abelian varieties ~ Jacobian of curves

Exemple of the addition law in genus 2
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Abelian varieties ~ Jacobian of curves

Exemple of the addition law in genus 2

D=P,+P,—2x
D'=Q+Q,—200 TN |
D+D'=R,+R,—2c0| / [ Q

2
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elian varieties

Security of Jacobians

g #points DLP
1 O(q)  0(4")
2 0(¢°)  0O(9)
3 0(q) 0(q*?) (Jacobian of hyperelliptic curve)
1 O(q) (Jacobian of non hyperelliptic curve)
g 0(q?) O(g)
g > log(q) Li/2(q)= exp(0(1) log(x)"* loglog(x)/?)
Security of the DLP

@ Weak curves (MOV attack, Weil descent, anomal curves).
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elian varieties

Security of Jacobians

g #points DLP
1 O(q)  0(4")
2 0(¢°)  0O(9)
3 0(q) 0(q*?) (Jacobian of hyperelliptic curve)
1 O(q) (Jacobian of non hyperelliptic curve)
g 0(q?) O(g)
g > log(q) Li/2(q)= exp(0(1) log(x)"* loglog(x)/?)
Security of the DLP

@ Weak curves (MOV attack, Weil descent, anomal curves).

= Public-key cryptography with the DLP: Elliptic curves, Jacobian of hyperelliptic
curves of genus 2.

= Pairing-based cryptography: Abelian varieties of dimension g < 4.
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Abelian varieties ~ Isogenies

Tsogenies

A (separable) isogeny is a finite surjective (separable) morphism between two Abelian
varieties.

@ Isogenies = Rational map + group morphism + finite kernel.

@ Isogenies < Finite subgroups.

(f:A->B)~Kerf
(A— A/H) <~ H

o Example: Multiplication by € (= ¢€-torsion), Frobenius (non separable).
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Abelian varieties ~ Isogenies

Cryptographic usage of isogenies

Transfert the DLP from one Abelian variety to another.

Point counting algorithms (¢-adic or p-adic) = Verify a curve is secure.

Compute the class field polynomials (CM-method) = Construct a secure curve.

Compute the modular polynomials = Compute isogenies.

Determine End(A) = CRT method for class field polynomials.
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Abelian varieties ~ Computing enies in genus 1

Vélu's formula

Theorem

Let E : y* = f(x) be an elliptic curve and G c E(k) a finite subgroup. Then E/G is given
by Y? = g(X) where
X(P)=x(P)+ > x(P+Q)-x(Q)
QeGN{0g}
Y(P)=y(P)+  y(P+Q)-y(Q)

QeGN{0g}

@ Uses the fact that x and y are characterised in k(E) by

vo(x)=-2  wvp(x)20 ifP#0g
vo,(¥)=-3  wvp(y)20 ifP=+0g

%’ (0) =1
@ No such characterisation in genus g > 2.
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Abelian varieties ~ Computing isogenies in genus 1

The modular polynomial

Definition

@ Modular polynomial ¢,(x, y) € Z[x, y]: ¢u(x,y) =0 <> x = j(E) and y = j(E')
with E and E’ n-isogeneous.

e IfE: y? = x> + ax + b is an elliptic curve, the j-invariant is

4a3
i(E) =1728——%
J(E) 4a% + 271

@ Roots of ¢,,(j(E),.) <> elliptic curves n-isogeneous to E.
@ In genus 2, modular polynomials use Igusa invariants. The height explodes.

= Genus 2: (2,2)-isogenies [Richelot], more recently (3, 3)-isogenies [BGLo9].
Genus 3: (2,2, 2)-isogenies [Smiog].
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Theta functions ~ Theta coordinates

Complex abelian varieties

o Abelian variety over C: A = C9/(Z9 + QZ9); Q € H 4(C) the Siegel upper half
space (Q symmetric, Im Q positive definite).

@ Theta functions with characteristic:

ot ot
S(Z,Q) — Z em nQn+2mi nz’

neZ9

9[4](5Q) = ™ 002G DY (2 4+ Qa4 b,Q) a,beQ?

® (9i)iez(m): basis of the theta functions of level n. (Z(n) =79 [nZI).

9; =9 [ i}),,] (z,Q/n).
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Theta func Th 0 nates

ifferential addition law (k = C)

(2 x(09ieCx+ 1) 9ue(x = 1)) 2 1(1)9444(0)91:4(0)) =

teZ(2) teZ(2)

( Z X(t)e—i’+t(}’)‘9j’+t()’))-( z X(t)Ser(x)Sl,H(x)).

teZ(2) teZ(2)

where ye Z(2),i,j,k, 1 € Z(n)
(i’,j',k',l') =A(i,j, k1)
1 1 1 1

1
A==
2

,_.,_,_
I
—
—
I
—
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Theta functions ~ Theta co nates

Arithmetic with low level theta functions (car k  2)

Mumford Level 2

Level 4 Level (2,4

[Lanos] [Gauoy] eve evel (2,4)
Doubling 34M +7S
Mixed Addition  37M + 6S TM +128 +9mo  49M +36S +27mo  21M + 208 + 15my

Multiplication cost in genus 2 (one step).

Montgomery Level 2 Jacobians Level 4
Doubling 3M +5S8
Mixed Addition S5M+4S+1mg  3M +6S +3mg 7M + 68 + 1my 9M +10S + 5myq

Multiplication cost in genus 1 (one step).
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Theta functions ~ Pairings

Pairings on abelian varieties

o Weil pairing: A[£] x A[€] > ue.
p, Q € E[€] Hfg’p € k(E), (fg’p) = €(P— OE)

_ fe.r(Q—0g)
fe.q(P=0g)

o Tate pairing: er (P, Q) = fo.p(Q - 0g).

ew,e(P,Q)

e Miller algorithm: pairing with Mumford coordinates.
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Theta functions ~ Pairings

The Weil and Tate pairing with theta coordinates [

P and Q points of ¢-torsion.

04 p 2P
Q PoQ 2P+Q
2Q P+2Q

eQ=MA%04 P+EQ=AyP

A;AO
o ewyg(P,Q) = Aglg'

1

e ere(P,Q) = i—*’

0
P
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Theta functions ~ Pairings

Comparison with Miller algorithm

1 7M+7S+2my
g=2 17M+13S + 6mg

Tate pairing with theta coordinates, P, Q € A[£](FF ,4) (one step)

Miller Theta coordinates
Doubling Addition One step
d even IM +1S + Im IM +1m
971 godd IM+2S+1m  2M+Im  M*25+2m
Q degenerate +
g=2 denominator elimination 1M +1S + 3m IM + 3m 3M +4S +4m
General case 2M +2S +18m 2M +18m

PeAl€](F,y), Q € A[€](F ) (counting only operations in F 4).
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Theta functions  Isogenies

Explicit isogenies [ ]
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Explicit isogenies [ ]
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Explicit isogenies [

R,

IN}

Rg

Theta functions
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Explicit isogenies [

R,

IN}

Rg

Theta functions

]

Isogenies

e X

KX

30



Theta functions  Isogenies

Explicit isogenies [ ]

Explicit isogenies algorithm
o Compute the isogeny 7 from the knowledge of the kernel K.
@ Only need to do O(#K) differential additions.
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