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Key exchange on a (commutative) graph




Key exchange on a (commutative) graph
Alice starts from ‘a; follows the path oo1110, and get‘w"




Key exchange on a (commutative) graph
Bob starts from ‘a; follows the path 101101, and get’l’




Key exchange on a (commutative) graph
Alice starts from I, follows the path oo1110, and get'g’




Key exchange on a (commutative) graph
Bob starts from ‘w/, follows the path 101101, and get‘g’




Key exchange on a (commutative) graph
The full exchange:




Key exchange on a (commutative) graph
Bigger graph (62 nodes)
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Key exchange on a (commutative) graph
Even bigger graph (676 nodes)
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Graph size for 128 bits of security (arbitrary graph)

@ Need a graph with good mixing properties:
A path of length O(log N) gives a uniform node = Ramanujan/expander graph.

@ Finding a path by exhaustive search: O(N).
@ Grover (quantum): O(\/K]).
@ Meet in the middle: 5( \/ﬁ) and O(\/N) memory.

o Time/Memory trade off: van Oorschot-Wiener Golden Collision Claw Finding.
~ 3/4
(0] (—N ! ) with O(M)-memory (M < \/N).
VM

@ Quantum claw finding: O(N1/3) but needs O(N1/3) memory.

@ Tani’s quantum claw finding algorithm:
find gy (x) = g>(y) in O#X?/3) whereg1 : X = 7,9, Y - Z#Z > #X = #Y
(generalized Grover).

@ Needs N = 2256 or N » 2384,

@ The graph does not fit in memory.

@ Need an algorithm taking a node as input and giving the neighbour nodes as output.
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Isogeny graph of ordinary elliptic curves [Couveignes (1997)],
[Rostovtsev-Stolbunov (2006)]

@ Isogeny graph of an ordinary elliptic curve E/]Fp.

o Graph of size = \/p.
@ Torsor (principal homogeneous space) under the class group CI(End(Ey)).

@ Hard to find good parameters.

@ CSIDH: supersingular elliptic curves over IFp, torsor under CI(Z[ ,[—p]).

® Commutative graph!

® Hidden shift problem solvable in quantum subexponential L(1/2) time for an abelian group
action via Kuperberg's algorithm.
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SIDH: supersingular elliptic curve Diffie-Helmann [De Feo, Jao (2011)][De Feo, Jao,
Plat (2014)]

@ Use the isogeny graph of a supersingular elliptic curve E over ]sz.
@ There are = p/12 nodes and the graph is an expander graph.

@ The endomorphism ring is a quaternion algebra (ramified at p and infinity), which is non
commutative.

@ The isogeny graph is a Cayley graph for the class groupoid.

@ Non commutative graph.

o Practical parameters: p + 1 = 2%3% with 2% ~ 3¥
° E(]Fp2> ~Z/(p+1)Z x Z/(p + 1) Z has rational 2” and 3P-torsion.
o Paths given by 22 and 3” isogenies: O( \/ﬁ) possible paths.

o Attacks: p'/# (classical) or p!/© (Tani’s quantum claw algorithm).

= For 128 bits of security, needs p of 512 bits or 768 bits.
@ SIKE: supersingular isogeny key encapsulation (KEM).
@ Short key size: 3.5 log p via key compression.
Total key size: 1792 or 2688 bits
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SIDH: supersingular elliptic curve Diffie-Helmann [De Feo, Jao (2011)][De Feo, Jao,
Plat (2014)]

Meme: Gru'’s plan
@ Isogeny based key exchange
@ Use supersingular curves
@ The graph is non commutative

@ The graph is non commutative
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SIDH in practice
o p=23"—1.N, = 2% Ny = 3", N prime to Nj.
o Eg:y? = x3 + x (supersingular whena > 2) or Ej : y? = x3 + 6x% + .
o Eg[N4] = (P4, Qa) Eo[N] = (Pp, Qp).
o Alice’s secret isogeny: ¢ 4 of kernel (P4 +5,Q4).
@ Bob's secret isogeny: ¢ of kernel (P + spQp).

]

Eoy — Ep

\L(/’ a \L(PV/\

¢
Ex — Eap

o E,pisthe shared secret.
® ¢y o g = ¢ppopy:Ey— E,phaskernel Ker ¢4 + Ker ¢p.

o ¢, haskernel ¢pp(Py +540Q4), P} has kernel ¢ 4 (P + sgQp).
o Alice publishes: Py = ¢4 (Pg), Qp = ¢4 (Qp).
Bob publishes: P)y = ¢pp(P), Q) = ¢p(Qa). ( )
o Ker ¢!y = (P, +54Q)), Ker ¢ = (P + sgQp).
@ Key exchangein
(Via fast smooth isogeny computation [De Feo, Jao, PI(it (2014)] and Velusqrt [Bernstein, De Feo, Leroux, Sn}itjl

(2020)]). B



SIDH in practice
o p=23"—1.N, = 2% Ny = 3", N prime to Nj.
o Eg:y? = x3 + x (supersingular whena > 2) or Ej : y? = x3 + 6x% + .
EoINAl = (P4, Qa) Eo[Ng] = (P, Qp)-
Alice’s secret isogeny: ¢ 4 of kernel (P4 +5,Q 4).
Bob's secret isogeny: ¢ g of kernel (Pg + sgQp).
Key exchange:

Ep =2 Eg
loa o
Ea LN Eap
o E,pisthe shared secret.
° ¢ opp=¢pods:Eg = Eyphaskernel Ker ¢4 + Ker ¢p.

¢'4 haskernel ¢ (Pa +54Qa), ¢ has kernel ¢ o (P + spQp).
Alice publishes:
Bob publishes: o )
Ker ¢y = (P)y +54Q/). Ker ¢ = (Pg + 55Qp).
Key exchange in
(Via fast smooth isogeny computation [ ]and Velusqrt [
1.
~ DamienRobert  BreakingSDH G
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SIDH in practice
o p=2%3_1.N, =29 Np = 3" N, prime to Np.
o Ey:y? = x3 + x (supersingular whena > 2) or E : y2 = x° + 6x2 + x.
o Eg[Nal = (P4, Qa) Eo[Ng] = (Pp, Qp).
o Alice’s secret isogeny: ¢ 4 of kernel (P4 +5,Q4).
@ Bob’s secret isogeny: ¢ of kernel (P + spQp).
@ Key exchange:

Iy — 2 fon
\L¢A ) \L‘P%
En % Eap
o E,pisthe shared secret.
° ¢ opp=¢pods:Eg = Eyphaskernel Ker ¢4 + Ker ¢p.

o ¢, haskernel ¢pg(Py +54Q4), ¢ haskernel ¢4 (Pg + s5Qp).
o Alice publishes: P = ¢4 (Pp), Qp = ¢4 (Qp).
Bob publishes: P’y = ¢p(P4), Q) = ¢p(Q4). (Torsion points”)
o Ker ¢!y = (P, +5,Q}) Ker ¢p = (Pp +55Q%).
Key exchange in
(Via fast smooth isogeny computation [ ]and Velusqrt [
1.
~ DamienRobert  BreakingSDH G
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SIDH in practice
o p=2%3_1.N, =29 Np = 3" N, prime to Np.
o Ey:y? = x3 + x (supersingular whena > 2) or E : y2 = x° + 6x2 + x.
o Eg[Nal = (P4, Qa) Eo[Ng] = (Pp, Qp).
o Alice’s secret isogeny: ¢ 4 of kernel (P4 +5,Q4).
@ Bob’s secret isogeny: ¢ of kernel (P + spQp).
@ Key exchange:

Iy — 2 fon

\lj’A \L‘P%
¥,
Ex — Eap
o E,pisthe shared secret.

° ¢ opp=¢pods:Eg = Eyphaskernel Ker ¢4 + Ker ¢p.

o ¢, haskernel ¢pg(Py +54Q4), ¢ haskernel ¢4 (Pg + s5Qp).

o Alice publishes: P = ¢4 (Pp), Qp = ¢4 (Qp).
Bob publishes: P’y = ¢p(P4), Q) = ¢p(Q4). (Torsion points”)

o Ker ¢!y = (P, +5,Q}) Ker ¢p = (Pp +55Q%).

@ Key exchange in 5(|0gNAE}‘/2 + IogNHEyZ)
(Via fast smooth isogeny computation [De Feo, Jao, Pliit (2014)] and Velusgrt [Bernstein, De Feo, Leroux, Smith -
(2020)]).



NIST PQC competition (July 5th 2022)

Standardized KEM: Kyber (structured lattice)

Standardized signatures: Dilithium, Falcon (structured lattices), SPHINCS (hash function)
@ Fourth round KEM: BIKE, HQC (structured codes), Classic McEliece (code), SIKE (SIDH).

Meme: distracted boyfriend
o NISTPQC
Isogeny based crypto

Lattice based crypto
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Torsion points attacks

@ Eveknows Ey, Eg, Py = ¢p(Pa), Q) = ¢5(Qa), Pa, Q basis of the N 4-torsion.

© Goal:recover ¢ : Eg — Ep, an Ng-isogeny.

o [Petit (2017)]: build an isogeny & on E, and combine it with ¢ (and/or ¢g) to get an
N 4-isogeny F.
@ Recover Ker F C Ey[N 4 ]: we know the action of ¢ on the N 4-torsion!

@ We know the action of ¢z on Eq[N 4] so we also know the action of 5 on Eg[N 41, so we can also use g
to build F.

@ Compute F via an isogeny algorithm.

@ Extract ¢pg from F.
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N-isogenies

@ Polarised abelian variety (A,A4): where A, : A — Aisan isogeny
Technicality: the morphism A 4 needs to be induced from a divisor, A, : A =~ A —» A = A4,

@ Principal polarisation: A 4 is an isomorphism = principally polarized abelian variety (ppav)
o f:(A,Ay) - (B,Ap)isan N-isogeny between ppavif f*Ap = NA 4.

@ Dual isogeny:f: B> A

@ Contragredient isogeny / Dual with respect to the principal polarisations:f = A;llf)\g B> A

A-LsB
al L
E(TB

o fisan N-isogeny = ff = N ff = N.
o Kerf = Imf | B[N].
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Algorithms for N-isogenies

[Cosset-R. (2014), Lubicz-R. (2012-2022)]: An N-isogeny in dimension g can be evaluated in linear
time O(N¢) arithmetic operations in the theta model given generators of its kernel.

@ Warning: exponential dependency 28 or 43 in the dimension g.

[Couveignes-Ezome (2015)]: Algorithm in O(N9) in the Jacobian model.

Not hard to extend to product of Jacobians.

Restrictedto g < 3.
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N-isogenies and isotropic kernels
o f:(A,Ay) = (B,Ag) N-isogeny =Ker fis maximal isotropic in A[N] for the Weil pairing

@ Conversely, if K C A[N] maximal isotropic, NA 4 descends to a principal polarisation on

B=A/K

@ An elliptic curve only has one principal polarisation (NS(E) = Z).
@ Sof : E;y —» Ejisan N-isogeny < #Kerf = N.

@ Butin higher dimension there may be many non equivalent principal polarisations.

Example (Superspecial abelian surfaces)

A = E? E/Isz supersingular. It admits = p2/288 product polarisations (E; x Ez,/\El X /\EZ)
where E;, E, are supersingular and ~ p3 /2880 indecomposable polarisations (Jac C, ©) where C
is an hyperelliptic curve of genus 2.

o Iff : (A,A4) — (B,Ap) has maximal isotropic kernel in A[N], NA 4 descends to a principal
polarisation A on B.

@ Butwe may have A # Ap.

° f o f = Nisastronger condition that ensures compatibility of f with A . P



Composition and product polarisations

@ Composition:f : A — Ba N-isogeny, g : B — CaMe-isogeny,gof : A — C.
S oS TNy

° g:}':fog :C - A

@Po@gof)=fogogof =NM

The composition g o fis an NM-isogeny.

@ Conversely, if g o fis an N-isogeny and f (resp. g) is an M-isogeny, then g (resp. f) is an N / M-isogeny.

Product polarisation: (A,A4) x (B,Ag) = (AxB,A4 xAg) where Ay xAgp: AxB — AxB
is the product.

Ee (“ 2) S (AxB,Ag xAp) = (CxD,Ac xAp).

):CxD—u@xB.
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):CxD—>A><B.
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Dimension 1 torsion points attacks

Recall: construct @ and combine it with ¢g to get an N 4-isogeny F.

o [Petit (2017)): F = ¢pg o y o Pg + [d].
[
EB e EO Z)')/
¢
@ 7ac-endomorphism of Eq of “trace 0": = —1.
o F:_¢B°7°%+[d]'
o F = N3c+d°
@ Find parameters b, d such that N4 = bchﬁ +d%F = bppyPp + [d]isthen an
N 4-endomorphism on Eg.
@ Extract ¢g from F.
= Needs a non trivial endomorphism 7y on Eg,.

= Needs unbalanced parameters N4 > N%.
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Non trivial endomorphisms

OnEj: y2 = x3 + x, endomorphism v = [i] over Isz,

[{(1(x,y) = (=x,1y).

[7] = [—i]: the Rosati involution is the complex conjugation

End(E,) D Z[i].
Ifa = ay + ayi, & = ay — ayi, ¥ o & = a3 + a3.

Can construct a-isogenies whenever g = a% + u%.

[QKLMPPS (2021)]: dimension 1 attack when Nﬁ = sz,% + a2 (and other variants).
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Non trivial endomorphisms

Meme: balloons
@ SIDH: small key size

@ SIDH: small key size; Torsion points
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Building N-isogenies in higher dimension?

°ofm fbehaves like the complex conjugation z — Z,
(or like the * operator in a C*-algebra)

°f »—>f~ofbehaves like the complex norm z — ||zl = zz = |z|%.

@ Matrix representation of the Gaussian integers z = & + i, «, 8 € Z:

_(« B
m=(5 £)
M = My = DL AT 2 VI
M, =M}y =M, =Mz= B a) MM, =a?>+p>=a+b, a=alb=]Bl
@ M, combines an“a-endomorphism” & and a “b—endomorphism”ﬁ into a“a + b-endomorphism” M., provided
a, B are “symmetric’ (@ = &, B = B).

@ Generalisation: & = aq + api € Z[i]of norma = ||all, B = B + Boi € Z[i] of normb = ||BIl

oF:(_”‘ﬁ g>eMat2(Z[z']).
off::F*:Tsz(E jf), FF =u+ BB =l + 1l = a+b = a3 + a3 + 2 + 3.

p

@ Matrix representation of Hamilton's quaternions Z[1, j, k1.

@ F combines an “a-endomorphism” and a “b-endomorphism” into a “a + b-endomorphism”. Lornin.



Kani's lemma [Kani (1997)], [R. (2022-08-10)]

@ «: A — Baua-isogeny, : A — Cab-isogeny.

@ &' : C - Daa-isogeny, B’ : C = D ab-isogeny with f'a = a’B:
A—23B
A
c%sD

@ NB:Ifa prime to b, the pushforward &', B of , B by j3,  satisfy these conditions.

eF=( % F}.axD>BxC
_ﬁ o’

of=(% P\.BxCoAxD, EF=a+b.

B«

o Fisana + b-isogeny with respect to the product polarisations.

o KerF = {@(P),B' (P) | P € B[N 41} (ifais prime to b)
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Dimension 2 attacks [Castryck-Decru (2022-07-30)], [Maino-Martindale
(2022-08-08)]

o ifa: Eg — Ejisana-isogeny, combine & with ¢ : Eg — Eg an N-isogeny to build an
Np + a-isogeny:F = E{; x Eg — Eq x Ex.

Eoﬂ)EB

[
B 2

& ¢p )
o F= , B
(‘4’3 &
KerF = {a(P), pg(P) | P € E4[N ]}
¢p can be directly extracted from F.

@ Needsaa := Ny — Npisogeny on Eg.

@ Breaking SIDH then reduces to evaluating the isogeny F in dimension 2.

Cost O(log NAP,/Zq ) arithmetic operations.
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Dimension 2 attacks [Castryck-Decru (2022-07-30)], [Maino-Martindale
(2022-08-08)]

Meme: disaster girl
o SIDH

@ Higher dimensional isogenies
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Dimension 2 attacks: general case

@ Easy to construct smooth isogenies from E.
@ Look for parameters N4 = bNp + a with 2, b smooth.
@ Parameter tweaks:eN 4 = bNg/Dpg + a, e small integer, Dg small divisor of Np.

@ [De Feo (2022-08-25)]: (heuristic) subexponential L.(1/2) attack (tweaks of subexponential size).

lorzia—.



Dimension 2 attacks: NIST’s starting curve [Castryck-Decru]

© WhenEg : y? = x% + x, End(Ey) D Z[i].
@ Can efficiently build a-isogeniesifa := Ny — Ng = a"f + u%.

@ Probability: 2(1/4/log N 4) (heuristic).

@ [Castryck-Decru]: (heuristic) polynomial time attack.

@ Require factorisation oracles to decompose a as a sum of two squares.

@ [Wesolowski (2022-08-12)]: if End(Eo) is known, can always build an a-isogeny in proven
polynomial time.

@ Polynomial time precomputation (depending on Eg), then attack in 5(log Ny Elzq) arithmetic
operations.

@ Sage implementation: https://github.com/jack4818/Castryck-Decru-SageMath
@ [R], [Oudompheng]: Look for N , = (b% + b%)NB/DB + (11% + a%).

@ Heuristic precomputation of O(log3 N 4) then attack (heuristically) in 5(I0g2 NAQ%)
arithmetic operations.

3/2

@ Can be reduced to 6(]0g NAEi) with O(logl/2 N 4) factorisation calls.
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https://github.com/jack4818/Castryck-Decru-SageMath

Revisiting the general case

Recall: we need to constructana := N4 — Np isogeny on E,.
o If X is generic: can build smooth isogenies or the d2-endomorphism [d].

=t G
@ More generally, if & is an a;-endomorphism, 5 an a,-endomorphism of X and aqa, = apayq,

a a\ . .
e Buton X2, foray,a, € Z,a = ( i u2> is an a% + a%—endomorphlsm.

a % )
o= L "2 isan aq + ap-endomorphism on X2,
—y

@ Soifa = a% + 11% + a% + aﬁ, we can build an a% + a% endomorphism on Xz, an a% + ai
endomorphism on X2, and an a-endomorphism on X

. . (| St g 2
@ Decomposition of a as a sum of four squares: randomized polynomial time O(log” a).

= We can always build an a-endomorphism on Eé!
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Revisiting the general case

Meme: Panik
@ SIDH is broken (Panik)
@ We can just start with a random curve (Kalm)
@ It’s still broken (Panik)
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Dimension 8 attack in the general case [R. (2022-08-10)]

o Assume N4 > Np.

e a:= Ny — Np.Decomposea = a3 + a3 + a4 + a3 to build & an a-endomorphism on E¢.
4 98¢ P4
E; — Ej
lﬂ( lﬂ(
4 98¢ p4
Eg — Ej

o F= (_"‘ ";B) € End(E4 x E4).
o KerF = {&(P), pg(P) | P € Eg[N]}.

@ Breaking SIDH in the general case reduces to evaluating the isogeny F in dimension 8.

@ Precomputation: randomized O(Iog2 Na).
o Attack: a(log Ny E8A ) arithmetic operations.
@ Quasi-linearifly = O(1) (or 4y = O(loglog N4)).

@ Actually only need Nﬁ > Np: we can reconstruct the Nf‘-isogeny F from its action on the
N 4-torsion. i



Dimension 4 attack in the general case [R. (2022-08-10)]

° IfN% = (b% + b%)NB + (a% + a%),we can construct 8 a b% + b%-endomorphism, ®a
u% + a%-endomorphism on E%.

o Fisa N%—endomorphism on E% X E%.
o Attack: 5(|0g NAP,jlq) arithmetic operations.

@ Precomputation in (randomized heuristic) (Aj(log3 Ny).

lorzia—.



Lessons learned

@ Publishing the image of the torsion points was a key weakness.

Meme: Anakin

| have a nice key exchange protocol

You don't use torsion points , right?

@ Right?
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Lessons learned

@ Publishing the image of the torsion points was a key weakness.

CSIDH, SQISign still secure.

Meme: new friend

Friendship ended with supersingular curves

@ Now ordinary elliptic curve is my best friend

Meme: left exit

SIDH; SQISign
Isogeny based crypto
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Lessons learned

Publishing the image of the torsion points was a key weakness.

@ CSIDH, SQISign still secure.

@ No post-quantum isogeny based KEM with exponential quantum security anymore.

(OSIDH, masking torsion points [Moriya, Fouotsa]?)

Meme: chosen one

When SIDH gets broken

@ No, you we supposed to keep elliptic curves quantum resistant, not betray them
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New tools

@ Embedding lemma: forany N’ > N, a N-isogeny f : A — B in dimension g can always be
efficiently embedded into a N'-isogeny in dimension 8¢ (and sometimes 4g or 2g).

= An N-isogeny f over a finite field always admit an efficient representation which allows for
evaluation in polylogarithmic time [R. (2022-08-17)]. (Take N’ power smooth.)
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New tools

@ Can we use this new toolbox to build new cryptosystems or break other existing ones?

Meme: Buzz
@ Higher dimensional isogenies

@ Higher dimensional isogenies everywhere
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Conclusion

Meme: funeral
@ SIDH

@ 2011-2022
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